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Abstract:

Attribute-based encryption (ABE) is a new paradigm in cryptography, where messages are
encrypted and decryption keys are computed in accordance with a given set of attributes and
an access structure on the set of attributes. There are two forms of ABE: key-policy ABE (KP-
ABE) and ciphertext-policy ABE (CP-ABE). In a KP-ABE, each message is encrypted together
with a set of attributes and the decryption key is computed for the entire access structure; in a
CP-ABE, each message is encrypted together with an access structure while the decryption
keys are given for specific sets of attributes.

In this talk two new key-policy attribute-based encryption schemes, based on secret sharing
and bilinear maps, are discussed. The first scheme, based on secret sharing and just one
bilinear map, is practically efficient for a subclass of Boolean circuits which includes Boolean
formulas. The second scheme is based on secret sharing and chained multi-linear maps, a
simpler form of leveled multi-linear maps. The scheme works for general Boolean circuits and
is more efficient than the existing one based on multi-linear maps. Selective security of the
two schemes in the standard model is proved.
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