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Eﬁ?\'fe”a'éf’rﬁ A Short History of Networked Services...
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B I | r l '1 | 11:16 03,07,09 datavase BBS
Last On: 03,07,09 Node 1 Up 4 day
FirstOn: 31,0108 Calls 822 of 278

List/Flag Files File Area Selection File Search

Other Commands
Upload/Dounload

Legend of the
y| Red Dragon .. Tradewars 2882
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What is your user name? [
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Eﬁ?\'fe”a'éf’rﬁ ...around came the World Wide Web...

DRESDEN

Le_ (a]
iantal

Elaria
Masters

Lou's page

1995 Annual Report

e Letter to Investors/Financials
e The Future of Computing

o 1994 Annual Report Review

1 Welcome! Financial information

* IBM stock quotation
¢ Quarterly results

* Stockholder services

Employment
IBM Planetwide

2 News and latest updates Other corporate activities

« IBM and the environment
« IBM and the Global Information Infrastructure

« Philanthropy

[ IBM home page | Order | Search | Contact IBM | Help | (C) | (TM) ]

http:www.ibm.com/IBM/ last visited: 1996-10-21
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Hi! I'm the monkey wha lives an the Reof. and this, ebvioumly, is my resf! ]

cudienss gops in amaze Yup! I sure did! v Home

IS 0

And now, the revised Table of Ctems -
Joachim
P= F wILL @XPLAIN THLS one mORE 1IME! 1HE pASE yOU'

Susanne

Sebastian

Christopher

Daniel
Kimba
AT ¢ e Tamm
| www. UltiméteCounter.com
Max

Unsere Feste

Fundgrube

Unsere Feste in Bildern ...

Da es sich hierbei um ganz private Feste handelt, sind diese Seiten nur fiir
Familienmitglieder und Freunde zugdnglich.

An alle Verwandten und Freunde!
Bitte schickt mir eine Mail, falls ihr eine
Zugangsberechtigung wollt.
Ich werde euch dann umgehend die Daten zumailen.

JAlll
Ich will ein Passwort!ll

Momentan konnt ihr Bilder folgender Feste
betrachten:

Sebastian's Konfirmation
Joachim's 503 Geburtstag
Otto's 65. Geburtstag

: (L o
[y 4w ! | l | .
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Eﬁ?\'?e”ééﬁﬁ ..with high barriers.

DRESDEN

L5 Take a look at a demo of one of our latest technologies, ProVision.

i
N ON THE WORLD WIDE WEB

7 7e X7 3
World Wide
Wefcome ro Pross Releases | Investor Relations | Jobs
The \rVOfld\rVide\Veb (\\'3) 1 ' Customer Connection W Business Partners P BBN Features
universe of documents. ﬂ"mﬂ/ 951\1 ProVision ALsO INsiDE
BBN Planet
Everything there is online abq - &ls!.m:?er Support
project, Mailing lists . Policy = B
LN BBN Ccmor@tion 1996

What's out there? Benvenuti sul Web-server FIAT ! P Annual Meeting

Pointers to the world's @| BﬂndWidfhrl W
Help Il server & attualmente in sviluppo: la fln Naman

on the browser you ar home-page definitiva,

A er ora riservata ai gestori del server, sara disponibile prossimamente.
Software Products P g P P .

Alist of W3 project ¢ Per ulteriori informazioni Vi invitiamo a visitare il server di pie WU‘M (lnﬁ U{:‘I'D rm[t a‘l’ u'd

; ITS s.r.l.
5 hni-\;aﬂﬂ - Library ) oppure potete scrivere a webmaster@its.it d-a-f & the Fwseum-~ (0Ufse You
echnic

Details of protocols, g he wgrﬂ A the E]"d- {'ﬂ'ﬂff W he
Bibliography Eﬂﬂﬂ Copyright © 1995. . 91_) S 0 'H". J5eum fx@ EI.

Paper documentation ne Nel. e adg
People http:www.fiat.it artworke efe. jume of e old

A list of some people frrorrs

News and Events; The
History Excellence-administral
Recreational Sports; a

adines ate PCE[eSs - like "Drink Coca (ola"
an idea from 38 (thats 1986) that feft

AH contents 81

A summary of the history of t

How can [ help ? + Student Information
If you would ke to support | gﬁgl;l;rt ;%I&aotfelitg;ﬁi h® veom for misinterpretaf oh, A"id [qoh’s
Getting code pone "7

“The Grext National 'Emperahce Drinke
What 1

Getting the code by anonymo]

http:www.cocacola.com
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Growth of the Internet
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First Spam 0

First MUD (online game)
First Virus
Introduction of TCP/IP

06.09.20146991:WWW and first Web pages

10/01/71 04/01/75 10/01/78 04/01/82 10/01/85 04/01/89 10/01/92
01/01/70 07/01/73 01/01/77 07/01/80 01/01/84 07/01/87 01/01/91

Datum

http://www.zakon.org/robert/internet/timeline/
http://www.isc.org/solutions/survey
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Internet B

200 m I” User generated content,
e ol I " live- and on demand
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recuniscie BUL What is it, That Moves all Those People
UNIVERSITAT
DRESDEN on the Web?
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T . = Facebook.com

10% - == Google Sites
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universitat - SO Today everybody Shares Some Data...

DRESDEN

buuk Home Profile Friends Inbox Thorsten Strufe
N DOPPLR W ror varick Overview | Your comnections | Your acfllted t0 V11 on Wednesday
| 3
Where Next? < You have no trips planned. \I Top Friends
H -
Linked = People ~ Jobs -~ Answers|/~ Companies| ~ Account & Settings | Help | Sign Out Languag

Account Type: Basic | Upgrade - Search People j m Advamn

Applications

5;._* Home

24 Groups = My Travel

EURECOM

Eurscom Community Application Preview Application Info k
Information Security

Metwork B Your upcoming trips
seeall» December 2008 &—\3’;‘.
&a Profile = Mew York City, NY — Dee 13 - Dec 28 Tr'pr"f BETA
Edit My Profile Flying to NY¥C for work, then down south to visit friends and family on the east coast.
Wiew My Profile
Recommendations & Who's close to you Developed By Triplt Inc.
B centacts = Scott Hintz Andy Denmark = Category Utility
Connections E I:i“m Mo 20, 06 1 L =

4 | »
Imported Contacts b b

Profile Organizer
Metwork Statistics

When you add an Application, you are allowing
See where your entire professional network is traveling and when you will be in the :{‘Erﬁ:jgj:;fg';mlﬁ;’::‘f;pﬁg;gﬁt;;: .
same city as your colleagues. Meet up at the next industry event or re-connect with old provide the service. This and other information
E] Inbox (1) - friends. Add the My Travel application to display your current location, upcoming trips you provide to the Application may be displayed
and travel stats within your network. pubilicly depending on the Application’s
functionality .

Compose Message

Received (1) .
Sent Raves about Triplt: By proceeding, you confirm your acceptance of
_ = “Triplt's straightforward approach makes it addictive...” — Walt Mossberg Solution, the Linkedin Terms of Use and you
Archived Wall Street Journal acknowledge that your use of the Application is
Applications + subject to the Application developer’s terms of

= “Best for organizing travel details...” — CMNM, Travel + Leisure use and to the Application developer's privacy

- “Easy and damn useful...” — DailyCandy paolicy.
Add Connection
= “A terrific site that has chanoed mv travel lite " EﬁHH“C Mew York TV i R

haffor 2009, e sure to aod any past tps during 2009 M

s 12 questions.

that you might have missed. Add your past trips here. + Ask a question about Madrid Amadeus
View your full journal Frankfurt, Germany
Frankfur 5 12 questions. ||
+ Ask aques out Frankfurt MUSIC LOVERS, SML, [
Your Personal Annual Report amburg, Germany France & I'ONU direct
e 00 < 11 questions. loser we love to hate,
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The Joy of Tech.-.

...with calculatec

side effects...

by Nitrozoc & Snaggy

LICENSE | EMAIL

Depre
over |

F'C:'I{E.Dc::; HMMM, TO GET MY

SUFPERFOKE, I HAVE TO
INSTALL “SUFERFPOKE
EXTREME®.

A Quebec W
employer's !

] Mathalie Blan

N holiday durin

pictures £
having 2
— evider

*TO INSTALL
SUPERPOKE EXTREME,
YOU MUST ALLOW
ACCESS TO SOME OF
YOUR INFO...*

WHAT msﬁ\
"DISPLAY ALL INTERNET ACTMTY,

PUBLIC MIMI-FEED,; SHOW ALL
I NET BANKING, DISPLAY ALL
MEDICAL RECORDS, AND LIST
ALL MY MEDICATIONS ™

06.09. 26 cmm

PUBLISH ALL MY PASSWORDS ON )

DAMN, ['D
REALLY LIKE TO
SEE THAT
POKE!

Ok, INSTALL
SUFERFOKE
EXTREME.

joyoftech.com

SNSPT ‘16 - Thorsten Strufe
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Gy unversiar  ...increasingly immersive to daily life...

DRESDEN
—Ma il @ 10:38 AM
ESR N s/ "Hells
e Kehen T New . York

> ‘ QA a Eﬂa 3:19PM .ull Carrier = 9:42 AM
e ='a World

AAAAA

Al Alunan

tweetspotting
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Nolkszahlung®

Penultimate public census

Scheduled for 1981 (dela
1983)

Significant public oppositi
« Fear of a surveillance s¢
 The transparent citizen
« Bounty for discovered C
« Appeal for civil disobedi
» Finally accomplished in
« Consequence: ,25% int
« Significant gap betweer
* (So let's just get a unify

http://upload.wikimedia.org/wikipedia/commons/4/43/Volkszaehlung.JPG

06.09.2016 SNSI

FUR ALLE PERSONEN

VOLKSZAHLUNG 1987

Personenbogen

l . Bitte Gemeinde angeben:

° sbustiecosben a) Geburtsjahr <3
. Januar bis 24. Mai «
b) Gebugsonet 25. Mai bis 31. Dez.
© Geschlecht ménnlich «
weiblich <
anmlIlenstand ledig «

/

|<o

verheiratet
verwitwet <
geschieden «

Rechtliche Zugehdrigkeit zu
* einer Religionsgesellschaft

Rémisch-katholische Kirche «
Evangelische Kirche «

Evangelische Freikirche «

Jidische Religionsgeselischaft «

Islamische Religionsgemeinschaft «

andere Religionsgesellschaften «

keiner Religionsgeselischaft rechtlich zugehorig «

e Welche Staatsangehérigkeit haben Sie ?
*

italienisch
ubrige EG-Staaten

deutsch «
griechisch «

jugoslawisch «

tirkisch
sonstige/keine

e Wird von lhnen noch eine weitere Wohnung nein <«
* (L immer) in der
Deutschiand einschlieBlich Berlin (West) bewohnt ? L
~ @) Fir Verheiratete, die nicht dauernd getrennt leben : nein «
Ist die hiesige WOhnunngle vorwiegend
Falls benutzte Wohnung der Familie ? a
ja: - b) Fir alle dbrigen Personen : nein «
| Ist die hiesige Wohnung die vorwiegend
| benutzte Wohnung ? ja «
Lo far 7 ein «
Gehen Sie on der 9 o
aus zur Arbeit oder SchulelHochschule ? a

@ SindSle etatigy| _VOIZel (dber 36 Sid.2in der Woche) «
U
9 Teilzeit (bis zu 36 Std.? in der Woche) «

arbeitslos, arbeitsuchend

') Auch Landwirte, mithelfende
Fammenal?eh. Auszubildende,
Soldaten, Zivildienstleistende

%) MaBgebend ist die normalerweise

i i in der Woche geleistete Arbeitszeit Schuler(in), Student(in)

Erwerbs-, Berufstétigkeit
Arbeitslosengeld, -hilfe
Rente, Pension
eigenem Vermdgen, Vermietung, Verpachtung, Altenteil
Zuwendungen, Unterhalt durch Eltern, Ehegatten usw.
sonstigen Unterstiitzungen (z. B. Sozialhilfe, BAf6G)

0 Leben Sie iiberwiegend von
*

NUR VOM STATISTISCHEN LANDESAMT AUSZUFULLEN

Geburtsiahr Hauptfach- Erlernter
Exc et S\ fichtung (10b) Benut (11a)

Arbeitsstatte, Schule/Hochschule (Pendier)
Land (12) Gemeinde (12) StraBe (12) Hausnummer (12)
irtschafts-
2welg (16) Ausgelibte Tatigket (17)

-~

nicht erwerbstétig «
Hausfrau, Hausmann <

Dauer (11b)

FUR ERWERBSTATIGE UND SCHULER/STUDENTEN

FUR ERWERBSTATIGE

FUR PERSONEN VON 15 BIS 65 JAHRE

2 34 131 505 5
g%ch!;t?gmndlaqc: oder
drucke sind.

die ile der
Stichtag: 25. Mai 1987

Falls Sie einen AbschluB an einer aligemeinbildenden bzw.
berufsbildenden Schule/Hochschule haben :

% SchulabschluB haben Sie ?
Volksschule, Hauptschule <

Realschule/gleichwertiger AbschiuB (z. B. Mittlere Reife)

Fachhochschule (Ing.-Schule, hdhere Fachschule) «
Hochschule (einschlieBlich Lehrerausbildung)

b) Weiche | hat dieser A ?
Falls Sie eine praktische Bemaahulblldung

% (2. B. Lehre) abgeschlossen hal

a) Auf welchen Lehrberuf bezog sich diese
Ausbildung ?

B -

b) Wie lange dauerte diese Ausbildung ? Jahr(e) : <:]

Q Bitte Name und Anschrift Ihrer Arbeitsstitte oder
Schule/Hochschule angeben.

‘Nme I<:3

I StraBe/Hausnummer : | :

|<a

kein Verkehrsmittel (zu FuB)

L PLZ Gemeinde :

Welches Verkehrs-
% mMmittel benutzen

H ife (Abitur), F: wireife <+
@ a) B o
%  an einer (ohne

Schule oder

Hochschule haben Sie ? Fachschule «

Sie hauptséchlich Fahrrad '«
(ldngste Strecke) Pkw « »
::: gm'rm:g U-Bahn, S-Bahn, StraBenbahn «
Schule/Hochschule ? Eisenbahn «
Bus, sonst. offentl. Verkehrsmittel «
sonstiges (Motorrad, Moped, Mofa) «
@wnevlel Zeit entfallt, da auf gleichem Grundstiick «
* non?\tnl meslse unter 15 Minuten <
fiir den Illllr‘l,vaeg 15 bis unter 30 Minuten « »
zur Arbeit oder i i -
Schule/Hochschule ? 30 bis unter 45 Minuten
45 bis unter 60 Minuten « *
60 Minuten und mehr «
Sind Sie Facharbeiter(in) « *
% zur Zeit tétig als sonstige(r) Arbeiter(in) +
Angestellte(r) «

Auszubildende(r)

Beamter/Beamtin, Richter(in), Soldat, vaudlenstl
(auch Beamlen anw. )

mith ) F g

Srige(r) < *
@zu welchem Wirtschaftszweig (Branche, Behérde)

* ?e BOMOb(FIm. Dionmtollo)
dem Sie titig sind ?

| <=

(D Welche Ttigkeit, welchen Beruf iiben Sie aus ?
*

I |<a

9 f‘m sle keit landwirtschaftliche « »
ausiiben, handelt es nichtlandwirtschaftliche « »
sich um eine

it S
[ ohne bezahlte Beschiftigte L5
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Source: Speck: Privacy and Social Networks
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Eﬁ?&"&?ﬁﬁ Online Social Networks

DRESDEN

Simplified, walled-garden version of ,,the Web":

« Easy to set-up pages (,profiles™) of individuals (... and
companies...)
« Links reflecting real-world relations between individuals

« Possibility to share user generated content

| f
...including messaging ' 't f’ f
« “Guest book” / "Wall” (asynchronous broadcast) ’
« Email (asynchronous unicast) * , ’
« Chat (~ synchronous unicast) ! . B

Collaborative applications / games

I Different target audience / application domain
* Private and personal OSN
« Public and professional OSN (business-oriented)

06.09.2016 SNSPT ‘16 - Thorsten Strufe Slide 15
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— E

Home Spots Trips Passport Q Blog Settings  Sign Out

Professional busines-

2412 79

Stamps Pins

Private and personc

h and

SARA .
...and received some V ...and swapped some SARAG; Germar

Agency Relief (THW)
Bats. Bats for a Yo-yo. al Agen I Relief (THW) (s
Y % Cooperative all the time.

Website

Other services @
* "Micro blogging™ T gg A oo —
* Business trips an
 Location-based a -

ltems

...and swapped a
Yellow Kayak for a 25 friends (see

Fieldnotes & Books.

I I Prof .
g O W a a =T ‘ Mr. Crown checked in at IFA Berlin. Hall #20. d
i v
Apr. Top Places
(1ye
’ 1. Faisalabad Internatl
...and took a photo. 2. SFO San Fr
© 3. Central Park
4 ﬁ
Feb | 4. Apple HQ
(1ye 5. Adobe Systems
6. IFA Berlin. Hall #20
7. LIVESTRONG Challenge P
Sep Apple F hip Store

8
(Bye &7 Mr. Crown checked in at IFA Berlin. Hall #20. 9. Fenwick & West
i v 10. Bank of America Building
...and took a photo. 4 ..and took a photo.
. o
I0Ser we love to hate,
57

T TITUC X

06.09.2016 SNSPTFH




Eﬁ?\'fe"r!éﬁ“& Map of Online Communities

DRESDEN

WS LIVE)
ORTH (YAnOO, WINDO __
THE_ \CY N ( /\I\/X\AA/\A//\\/\/\N\/\A

/7‘(‘/‘[/\/\9\ "% /‘/\M S AP _ . /\ \

b % #A’; aa="0) «
MAP oF ONLINE COMMUNITIES
AND RELATED POINTS OF INTEREST

GEOGRAPHIC AREA REPRESENTS
ESTIMATED SIZE OF MEVBERSHIP

CLASSMATES

ERE BE
ANTHROPOMORPHIC
DRAGONS

Q8N

oo
OCEAN OF
4 SUBCULTURE

PRACTICALS

dé!;? N WEB ’
oS

INTELLECTUALS %df\'wv

| T
5% i 5;3 _
SULAWES! 550" OG o masens
2 C‘C‘@ /DEL")G?

@uﬁ:‘wm

& =

(NoT A COMPLETE SURVEY. SIZES BASED ON BEST FIGURES T (outD FIND
BUT INVOLVED SoME GUESSWORK. DO NOT USE FOR NAVIGATION. )

SPRING 2007

Source: Randall Munroe, XKCD.
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MAP oF ONUINE CoMMUNITIES

SIZE ON MAP REPRESENTS VOLUME (OF DRRY SOCAL ACTNITY
(PogTs, CHAT, E0).  BASED ON DATA GATHERED OVER

SPRING A0 SUMMER of 20I0 &

ABOUT THIS MAP

RISE AND FNL., AD TTRAL

SIZE A HEAGH. THIS UFOATED

TOTAC SO0, ACTWITY 1¢ A COMPUNITY — THAT 15, HOW MUoH
TAKING, PLAYING, S-ARNG, OR OTHER SOUMUTING HVPENS
BERE, THS MEANT SOME CDMPRRING CF APTLES AnD (RANGES,
BUT T DD 1Y BESTAND TRED TOBE (DNSISTENT.

ESTeuEs ARE GVGED O THE SEST NrBiSs T (ool NG BUr

SRNG,
SACRACES, AND GUT INSTINGT (L MAKING THINGS LP).
SOURCES OF DATA NCLUIDE GOOGLE A0 BING, WKIPEDA, ALERA,
G- BOMRTS.Cort, STUMBLELRON, \WRDPRESE, AKSMET EVERY
WEBSTL SrRTET(S PAGE I (DD D) FRED, RUEMEE, NEM!
ARTCLES, S0 WIOVTUAL 575 EMROVEES. THANKS NARNCAR

T RUKS AT LAST.FM, LVEIOURWY,, REDOT A0 THE
NEW YERK TIMES, A5 WELL A6 SYSADMNS ATANMEER OF
SITES UHO SHARED STANSTICL ON (RO OF SROWHITY.

COMMNTIES »
ARE NOLONGER A GOOD MERGURE OF ACOPTUNITYS CLRRENT
AP USES SE 1O REFRESINT |0

http://xkcd.com/802/
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The deer now have guns...
06.09.2016 SNSPT 16 = T.uen




Eﬁ?\'fe"ééﬁﬁ The Ammo Business...
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,Myspace, after failing to meet
the expected income,
starts selling their users‘data.”

Chpmpmre
Inkl Herld Trbune A
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g

it's known who they are ?

with whom they're friends

whom they're talking to

what they think and want

and specifically what they're aiming .=~

...and qguite fortunately, their ammo can be
removed,

should they fail to comply

06.09.2016 SNSPT ‘16 - Thorsten Strufe Slide 21



g ) AiscHE Can it Get Worse?
( JEN (a little polemic)

‘W>

Homogeneity and control!
Provide their ——

G\
Hardware .
Operating System
~Applications"™ (controlled, be the gatekeeper!

Just license them, don't give them any owne
Control/surveil their music
Their movies
Their social network...

..their life... febie

06.09.2016 SNSPT ‘16 - Thorsten Strufe Slide 22
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,Worst case:

you can jailbreak...”

k diffe

Enough polemics,
back to the topic!
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Characterizing User Behavior in OSN

Let’s try and understan
the behavior of users in
some OSN

06.09.2016

Profile Popularity in a Business-oriented
Online Social Network

Thorsten Strufe
P2P Networking Group  TU Darmstadt

strufejatics.tu-darmstadt.de

ABSTRACT
Analysing Online Social Networks (OSN), voluntarily main-

a wealth of msight into tlmlr
users” behavior, interest, and utilization of these currently
predominant services on the Internet. To understand popu-
larity in OSN, we monitored a large sample of profiles from
«a highly popular network for three months, and analysed

between both the number of accepted contacts and the d)
gence of updating contacts versus the frequency of requ
for a profile. Counter intuitively, the overall activit;
der, as well as participation span of users have no remarkable
impact on their profile’s popularity.

Categories and Subject Descriptors

J4 [Computer Applications|: SOCIAL AND BEHAV-
IORAL SCIENCES

Keywords

Online Social Networks, Popularity, User Measurement, User
Model, Behavior

1. INTRODUCTION

Social networking services (SNS) contain a wealth of in-
formation. Users voluni feed self-descriptory details
into the Online Social Network (OSN) and their utiliza-
tion behaviar is completely observable by the OSN provider.

perties of online social net-
o ndn"sm.n ng how users navigate
offers insight into how people
browse the presented pmhl It consequently allows for the
identification of relations between selected profile character-
isties and their request frequency. We will call this frequency
popularity (x) for the reminder of this paper, which we will

Permission 1o make digital or hard copies of all ar part of this work for
personal ar classroom use is grinted without fee provided tht copies are
ot made or distributed for profit or commercial advantage and that copics
hear this notice and the full citation on the first page. To copy otherwiss, tn
sepublish, 1o post on servers ar to redistribute to lists, requires prior speci fic
permission andier a fee.

SNS'T0, April 13, 2010, Paris, France.

Copyright 2010 ACM 978-1-4503-0080-3 51000,

measure as the mumber of impressions of a profile P (the
number of times it has been viewed by another user) per
time t (or: m(P))

Identifying key properties of users and their profiles, which
allaw for the prediction of their popularity, however, is not
only interesting for social scientists. Especially system de-
signers and developers of social networking services may cap-
italize on the extracted knowledge. In case of centralized,
server based systems, like facebook |, LinkedIn®, or twitter!
the user experience may be enhanced. Being able to pre-
dict the popularity helps suggesting timing constraints for
different profiles. Designers hence are able to decide, which
profiles need to be presented with very low delay under nor-

¢ tolerate higher respanse tim
tional, beneficial effect. Tt additionally yields informs
which profiles may more frequently tolerate temporary in-
availabilities without causing a significant deterioration of
the service experience.

Knowledge on the popularity of profiles may prove be-
ing even mare valnable for the development of decentralized
architectures [1, 2|, for the parametrization of this entirely
deviating approach to providing social networking services.

Rough. intuitive beliefs about the profile popularity are
abundant. Unverified rumours frequently have it that pro-
files of women are more of ted than profiles of men,
that providing a profile picture will drastically increase the
number of impressions of a profile, or that the unfortunate
pussession of a last name late in the alphabet, will inevitably
s profile to cternal lack of populazit
= at exploring these conceptions. It analyzes
data from a large, central European OSN with a main focus
on professional- and business centered utilization. The main
contributions are

» to corroborate the fact that correlations between prop-
erties of profiles and their popularity do exist, and

® to expose, which properties of profiles have a consid-
crable effect on their popul«xrm and which properties
have less, or no effect at

A large set of profiles from the selected OSN are monitored
for this purpose, and traces that were gathered over a period
of three months in this course have been analysed. Mann
Whitney U tests have been used to identify significant dif-
ferences in the popularity of profiles of different groups, and
carrelations between parametric variables and the profiles’

htt p: / fwww. [facebook| linkedin| twitter] com

SNSPT ‘16 - Thorsten Strufe
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Guyunverstar  Characterizing User Behavior in OSN

DRESDEN

Understanding the behavior of users in OSN

Why?
« It's interesting! ©
* Plus: we need to know to build better (P2P) OSN...

Questions of interest
« Sessions (when, how long, - active, - often?)
* Preferences / services used
« Popularity of content / pages
« Scope of access / reciprocity?

P W s
,,,

Here: focus on profile POPU|arit;$\__

06.09.2016 SNSPT ‘16 - Thorsten Strufe Slide 25



TECHNISCHE
UNIVERSITAT
DRESDEN

What's in a "Professiona

III

Profile

XING

Home

=0 Ao

Thorsten Strufe
Prof. Dr-Ing. (Dipl.-Inf.)
file
Fachgebiet Peer-to-Peer Netzrwerke
TU Darmstadt

Hochschulstralte 10, 64289 Darmstadt,
Germany

L +49-6151-164557 &

Local time: 04:48 PM tacts

ves”

hints’

hes related to my profile

mbers who recently visited my

mbers whose "wants” match my

mbers whose "haves” match my

mbers who know several of my

frrent and former colleagues

Business details | Confirmed contacts '83) | Aboutme || Guestbook

Personal information

PhD students

PhD positions in the fields of networking / distributed sysH
especially security / DoS resilience of P2P systems and p
social networking services

Interests P2P online social networks, skiing, diving, kickerfootsie!, lolitics

Organizations Gl, IEEE, Servas, Studienstiffung des deutschen Volkes

Professional experience

+ Add entry

Apr 2009 - present
(1 r, 1 month)

Fachgebiet Peer-to-Peer Netzwerke (Full time employee
TU Darmstadt, httpzfwaww.p2p tu-darmstadt.de

Industry: Academia

JP

+ Add company size

Feb 2008 - Mar 2009

r, 2 months)

PostDoc Research Engineer (Full time employee, Manager
({Manager/Supervisor))

Eurecom, Sophia-Antipolis, France, httpJ/fwww _sosoc.org
Industry: Research, 51-200 employees

Sep 2001 - Jan 2008

wissenschaftlicher Mitarbeiter (Full time employss)
5, 3 months) Technische Universitat lmenau, hitp/fwww tu-ilmenau defakia
/Fachgebiet_Telematik.317.0.html
Industry: Research, Wissenschaft, Aus- und Weiterbildung
+ Add company size
Teilhaber, Leitung IT
Multiple-Choice GmbH

[EETPETr

06.09.2016

Edit

Edit

Edit

Edit

Status update

Premium Members can enter a status
update here (to let your network know
you're at a conference or on vacation,
etc.).

I'm a XING member because Iwantto ...
Let others know why you are on XING, and boost your
networking potential

Edit motivations

Settings
0 Profile settings

Options
0 Switch on profile © Print profile
preview
—
Confirmed contacts: 283
more »

Thorsten Strufe's statistics
No Premium Members hip

Member since: Jan 2005

Profile hits: 3,534

Activity meter: 90%

My Groups

7% ilse<
85"

Edit group visibility

Visitors to my profile
{only visible to you)

SNSPT ‘16 - Thorsten Strufe

(. Identifying info

= Name
= Photo
= Address...

= CV

= Current/prev.
employments

» Educational track

" |nterests

= \Wants/haves

\_ = |Interest Groups

= Personal/professional

J

= Personal contacts
= Messaging

= Statistics

Slide 26
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Which profiles are “popular”?
« Measured in frequency of requests
« Possible to correlate to properties of user/profile?
 Which profiles do we have to keep available (and by which means?) ;-

)

Why?
Common beliefs...
« "Profile of women are much more often visited than profile of men”
“"Profiles with pictures are more interesting than profiles without”
« "Old/experienced profiles attract more views”
« "The profiles of active users are more attractive”
« "Users with many friends are sought and viewed more often”

« "Last na)me starting with a letter late in the alphabet sucks...” (c/list
pages...

Reflecting: how are users lead?

« Assuming the users generally follow links (rather than searching for
content)

« What do they see as “home” - the front page of the OSN?

06.09.2016 SNSPT ‘16 - Thorsten Strufe Slide 27
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The Front Page (and how to get on it)

“"Home pa
identica

]ge" (after login) usually almost

« Info on profile owner
« Updates from the provider (and advertisement)

« Feed of news from “f XING

=0 Ao

Home

Activity in the News fee ... s

 Changes to profile &= e e e

« Status updates

- Birthdays

- Contact list mainten: A=
(adding friends)

n F'www.pr-bote de

Mario Melle joined the "Neuer Personalausweis (nPA) fir ..." group.
H Today

Enﬂem mpel joined the "Army Network” group.
r. Thomas Riicker will be attending the "Netzwerkgruppe Innovation” event.

'w connected to Julian Hihnermann (Bigpoint GmbH).

Stella Pieri is no
Ny Today

Only Premium Members joined the "Innovationsfinanzierung durch Business ..." group.
Yesterday

Only Premium Members has changed her private address.

Yesterday - Send message

Only Premium Members is no
Yesterday

w connected to Christoph Ldhr (basilicom gmbh).

Note: having many friends leads to broad
dissemination...

06.09.2016

SNSPT ‘16 - Thorsten Strufe

Logout | In

Search by name, company, an

Welcome Tho

I
Ao
Basic Member

E Customize

@ View searc]

E Application:

Go Premiun




Eﬁ?\'fs"ééﬁﬁ Data Collection
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How can we gather the data?
« Access to server logs ( Ha! )

« Surveys & Interviews (problems of scale)
« Traffic logging (problems of scope)

« Crawling/API access (problems of scale, incompleteness of
information, sampling)

Crawls gather only limited data
« Does not sufficiently allow inference on sessions

. Mainlx comprises of plain, static profile info and social
grap

« Generally does not include data about popularity

Regular monitoring:
« Collect changes to profiles

 Frequent, regular measurements over long period of time
needed

06.09.2016
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“xing” selected for the study
* Business/professional OSN, similar to LinkedIn
« 8 Mio users, mainly from central Europe (now: 13.8; 6.7 from DACH)
« Xing profiles include
— Registration date
— activity meter
— hit counter (number of profile impressions for popularity)
— Weak privacy settings (professional profiles are there to be seen)

« Visitors to profile visible (to paying users — no stalking, unlike
LinkedIN, fgcebook (to paying J

Crawling / monitoring the complete OSN is infeasible
« 8mio profiles, most >15 pages of contact lists (up to 160k contacts!,
10 per page)
. ACCISSS per page takes ~ .5s, complete crawl takes > 275 h (if all goes
we
 each page > 150 KB, > 17 TB in total

« Providers don’t like this much... (rate control, disabled accounts,
blocked IPs)

Large, random sample needed for meaningful results

06.09.2016 SNSPT ‘16 - Thorsten Strufe Slide 30
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Random sampling
« Conducted random walks (25k, 5k, ~1k)

Aim of the crawls:

— Diverse graphs without overlap

— Collect “john does” (no outliers, no abandoned profiles)
Covered over 2Mio unique profiles in total
Starting at diverse “edges” (AUS,DE,PL,RUS,TR,UK,US)
all converged to D.A.CH

Selected sub graph without overlap
« 31.643 unique profiles (25k, 5k, 1.6k random walks)

 Gender automatically derived via website on international first
names

Subsequently frequently monitored for a long period of time
« Since Nov 2009
« At least twice daily
« Only core data needed (no pictures, friend list not regularly since
# on profile)

06.09.2016 SNSPT ‘16 - Thorsten Strufe Slide 31
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Identifying Data
* Name, Image, Gender

CcvVv
e Current employment, universities attended, claimed spoken languages

Interests
e Interests as stated

* Number of subscribed groups, subscribed groups, number of members in
groups, number of messages in respective groups, languages of group

Contact list information
 Number of contacts
* Complete list of contacts gathered infrequently

Statistics
e Registration date, number of profile impressions, activity meter
e Timestamp of crawl

06.09.2016 SNSPT ‘16 - Thorsten Strufe Slide 32



Gyunierstr Analyzing & Validating the Sample
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3 months section of monitoring data analyzed (Nov ‘09 - Jan '10)
Some profiles removed (celebrities, abandoned pro
Remaining sample
. 25.274 (7.824 / 17.450) (31% vs. 34%)
 Degree dist. (~PL, min 5, max 12.332)

« Name frequency follows Zipf

B female
B male

— First names: s= 1.67
— Last names: s= 3.14
« Binned popularity dist. log-no
041 | %
! ‘ ‘ " Measure d >
Log-Normal, u:1i'.i:)6f, &;i?ggg y = : " i -_|
e 3 Ty L Pdegv)zx) ]
01 < y 1e-05 A i I P Lol
5 . 10 100 1000 10000
, 5 X, - Degree Distribution {CCDF)
0.01 | S 001} .
+++++++
+
0.001 N . 'H'H'I
-
0.0001 First names “x e
' 0.001 b Zipf, s=1.674 X S
L_ast names # % .
Zipf, s=3.14 . : Xxx .
1609 10 1Ioo 1 1 10 100

Rank of group size

1
06.09.2016 Profile impressions per week
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Activity
« “Activity meter” in profiles very coarse grained
« Derived “profile alteration frequency” as alternative

« Men are slightly more active than women (to both
metrics)

» Profiles without image belong to inactive users

Membership in Groups

« Wide range of group membership
« Max 511, Mdn 3
« >5k profiles are not registered to any group

06.09.2016 SNSPT ‘16 - Thorsten Strufe Slide 34



Gy unersitar  Testing Groups of users (non-parametric)
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Testing popularity between groups (nominal data, Mann-Whitney
U)

“"Profile of women are much more often visited than profile of
men”

« Male vs. female: 0.039 vs. 0.041 (Mdn)

« No significant difference
“"Profiles with pictures are more interesting than profiles without”
« With picture significantly higher popularity (0.5 pi / d)

0.25

01

female users + " without profile'image +

0.09 male users ® ] with profile image ks
H
0.08 ¥ 1 02
0.07 r
3 y 3
5 006 - S 015 |
g 2
2 o005 [* 2
© 2
@ 0.04 - w E 01 F
K e 2
*
0.03 r z;% 1 X X*

0.02 r 0.05 =

fach
0.01 | ‘% 1 +++f%%
L 0 L +++“ﬁfm

0
06.09.2016 1 10 100 1000 SNSPT ‘16 - 0.1 1 10 100 1000




QE‘.;\'/;%'%%‘%*E Correlational Tests (Pearson’s r)

"The profiles of active users are more attractive”

« Activity (parametric: interval) as given on the profiles (“activity
meter”)

« r=0.17, no noteworthy correlation

« Activity (parametric: ratio) measured in group memberships
« r= 0.37 (higher for men, lower for women)

« Activity meter is very coarse grained
« Activity measured in profile alterations
« r= 0.62(0.61 <r < 0.63) high correlation

> Popular)ity correlates with activity of users (profile alterations/group
activity

“"Users with many friends are sought and viewed more often”
« Correlating popularity to the degree of profiles
- r=0.75, high correlation
« Stronger for women: 0.81 < r < 0.83vs. men: 0.74 <r < 0.75

In retrospective: Combination somewhat unsurprising: changes
are published at friend’s profiles...

06.09.2016 SNSPT ‘16 - Thorsten Strufe Slide 36



Eﬁ?&"&?ﬁﬁ Correlational Tests (odds n’ sods :-)
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"Old/experienced profiles are viewed more frequently”

« Preferential attachment / experience could lead to higher
popularity
« Ho rejected, but r = 0.11, no noteworthy correlation

"Last name starting with a letter late in the alphabet
sucks...”
 Ho not rejected, there is no correlation.

« Taking the “rich-club”, however... «— - - —
« Top 5% profiles: r=-0.09 o
the better..) 3o

« Top 2%o0 profiles: r=-0.22
 Top 1 %o profiles: r=-0.29
« Top 10 profiles: r==-0.9 11

Profile Impressions per

o > s 5 5 10
06.09.2016 SNSPT ‘16 - Thorsten St Alphabetical Rank
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Selected large sample of profiles in business oriented OSN
Monitored profile properties and popularity (in pi/h)

Profile Popularity can be predicted. Relates to
* Providing image
« Activity (diligence of maintaining profile)
 Number of friends and contacts

What we take away (P2P OSN)

* Nice correlation with activity/friends (P2P & replicating at
friends...)

Future Work
« Kept monitoring, but results quite stable...

« Analyze data from DB and server access logs “spi” (fb-like
personal osn)
— Are profile requests “local” (viewing friends...)?
— Is interest mutual?
— Can we learn more on the sessions?

* Shameless plug:
« Struggle to get/analyze more data! FPA

06.09.2016 SNSPT ‘16 - Thorsten Strufe Slide 38
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So what about these
privacy settings?

C4PS - Helping Facebookers Manage their
Privacy Settings

Thomas Paul, Martin Stopezynski, Daniel Puscher, Melanie Volkamer,
Thorsten Strufe

CASED, Technische Universitat Darmstadt

Abstract

The ever increasing popularity of Online Social Networks has left a wealth of per-
sonal data on the web, accessible for broad and automatic retrieval. Protection
from undesired recipients and harvesting by crawlers is implemented by access
control, mannally configured by the user in his privacy settings. Privacy un-
friendly defanlt settings and the nser unfriendly privacy setting interfaces cause
an unnoticed over-sharing, We propose C4PS - Colors for Privaey Settings, a
concept for future privacy setting interfaces. We developed a mockup for privacy
settings in Facebook as a proof of concept, applying color coding for different
privacy visibilities, providing easy access to the privacy settings, and generally
following common, well known practices. We evaluated this mocknp in a lab
study and show in the results that the new approach increases the usability sig-
nificantly. Based on the results we provide a Firefox plug-in implementing C4P§
for the new Facebook interface.

1 Introduction

Over 850 million users allegedly share personal information, private photos,
videos, opinions and disenssions on Facebook. The shared personal information
include their age, gender, sexual preferences, taste and hobbies. All this data
stared in Facebook or any other Online Social Network (OSN) can be linked to
the relating individual by their real names published in their profiles.

Access to all this information is controlled by the OSN service provider,
based on the user’s privacy settings. Several studies have shown that despite
increasing awareness , users due to the intricacy of the task are incapable of
configuring their intended settings, and indeed do not understand their activities’
implications [23]. However, the fact that Facebook and other OSNs have modified
the defanlt privacy settings to be more and more open with each update, makes
it very important that users can casily grasp and change their privacy settings.

Consequences of this situation span unintended over sharing, and more se-
rious threats, arising as scraping and harvesting [21]25], automated social en-
gineering cial phishing [I5] as well as various further attacks. In face
of this perilous incomprehensibility, [I7[10] go as far as propesing to abandon

(@201 Springer. The final publication is available at http://link. springer. con/
chapter/10.1007%2F978-3-642-35386-4_15
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Increasing awareness due to greater press coverage
Young people share more, but manage privacy better!

Changes to Privacy Settings 2005/ mm

single change at least 30% 91% 98%
3 or more changes / 24% 51%

[1] T Govani et al. Student Awareness of the Privacy Implications When Using Facebook, 2005 & Ralph Gross et al.
Information Revelation and Privacy in Online Social Networks, 2005 & Harvey Jones et al. Facebook: Threats to

Privacy, 2005
[2] Danah M Boyd and Eszter Hargittai. Facebook privacy settings: Who cares?, 2010
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User 8 Implicit
. snp Wi SN
Grantable
ifi g Everything the installing
« specific contact(s) N User can see
« contacts * -
- contacts of contacts @ 4 B i’étens_ers
 service subscribers % - ACVETLSers
* public & Not much (aggregates)
& Unless they pay really well

Everything their
subscribers see/write
(until Nov 21st '12)
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QEE\'/;E';%‘%'E Facebook’s Privacy Evolution (2005)
é.‘,’q’ 2005
%%? g

Friends

-l Availability of your personal data
on Facebook (default settings)
Source: Matt McKeon

Number of People
Slide 42
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Facebook’s Evolution: 2006
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2006

Wa I posts

Friends

-l Availability of your personal data
- on Facebook (default settings)
- Number of People

A

1]

3
=%
]
L]

1 10K
70 1ZM

SNSPT ‘16 - Thorsten Strufe
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2007

Friends

Availability of your personal data
on Facebook (default settings)

Number of People

06.09.2016 SNSPT ‘16 - Thorsten Strufe Slide 44
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2009 (Nov)

ke

Friends

-l Availability of your personal data
on Facebook (default settings)

Number of People

1 BSK 1.88

130 350M

06.09.2016 SNSPT ‘16 - Thorsten Strufe
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Facebook’s Evolution: 2009
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2009 (Dec)

Friends

-l Availability of your personal data
on Facebook (default settings)

1 B.SK 1.8
+ i Number of People

130 390M

SNSPT ‘16 - Thorsten Strufe
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Facebook’s Evolution: 2010
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2010 (Apr)

Friends

-l Availability of your personal data
on Facebook (default settings)

1 B.5K 1.8B
; —1 Number of People

130 400M

SNSPT ‘16 - Thorsten Strufe
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Help users manage their privacy settings
« Apply well known control methods

« Proximity between controls and data / decrease
overhead

Help them understand what they've done!
« Display settings directly
« Color coding helps humans understand a situation better

Quick walk through the concepts...

06.09.2016 SNSPT ‘16 - Thorsten Strufe Slide 48
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facebook

Michael Ziegler

Pinnwand Info Fotos

E Privatsphére-Einstellungen | So sehen andere dein Profil | | Speichern + Verlassen ‘ E

'
: ™ DIE HII'ItE'I'gI'IJndf-EI'bE' sinarc Eintranac raint Air an aosar ihn allac cohan banns

Geburtstag:

. |_| Ausgewdhlte Freunde Alle Freunde |_| Jeder

E @ Wenn die Sichtbarkeit auf "Ausgewahlte Freunde” eingestellt wurde, kannst du mit diesem Button
Mein Profil bearbeiten E einstellen, welche Freunde/Gruppen den jeweiligen Eintrag sehen diirfen.

Bearbeiten der Privatsphare beenden

G bearbeit -
ruppen bearbeiten iiber mich
Schreib etwas iiber dich. Aligemeines Geschlecht: Mannlich

|Geburtstag: 22, November 1978 DE“
Informationen |Bezi-ehungsstatus: Verlobt # D I:‘

Tntaracciart 2 DDD
Settmgs integrated dlrectly in proflle
]

Startseite Profil Konto -

== Settlngs reached ea5|ly via o

can be changed with a single click o em

rreunae
L |Re|igi-'d-se Ansichten:  Christlich - katholisch
19 Freunde

06.09.2016 SNSPT ‘16 - Thorsten Strufe

Werbeanzeige erstellen

Jetzt neu H

ﬂ.ll ll'.l.'i' I.IEI'E

oN

T NEU!|

S Stung und
S-anfhﬂt' Jetzt mit 29%
mehr Borsten.

m_.m centrally-mounted buttons =

RoseBikes

ir

Werde Freund von Rose,
Europas groBtem Radsport
Spezialversender und erhalte
einen 10€ Gutschein!

£ Gefallt mir

Ring-Paare.de »

Mehr Zeit fidr das
Slide 49
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Low Overhead and Comprehensibiliy

W

facebook

Startseite Profil Konto -

Michael Ziegler
Pinnwand Info

------------------------------------------------------------------------------------------ 1 Werbeanzeige erstellen
Privatsphére-Einstellungen | So sehen andere dein Profil | | Speichern + Verlassen

DIE MNACHSTE

+ Die Hintergrundfarbe eines Eintrags zeigt dir an, wer ihn alles sehen kann: I MACHSTE =
GEHERATION

|Geburt5tag: 21.Fc  MNurdu |Geburtstag: 21.F Ausgewshite Freunde

Alle Freunde 21.F Jeder

|GebL.rt5tag: 21. |Geburtstag:

Aufsteckbursten won Oral-B.
Die nachste Generation in
Reinigungsleistung und
Sanfheit! Jetzt mit 29%
mehr Borsten.

» Mit den farbigen Buttons an der rechten Seite kannst du die Einstellungen andern:

|:| Mur du |:| Jeder

|:| Ausgewdhite Freunde |:| Alle Freunde

@ Wenn die Sichtbarkeit auf "Ausgewahlte Freunde” eingest
einstellen, welche Freunde/Gruppen den jeweiligen Eintrag

wurde, kannst du mit diesem Button

Mein Profil bearbeiten

RoseBikes »

Background colors indicate Help and explanations
visibility of the entries e, 3

Werde Freund von Rose,
Informationen

Mannlich
22. November 1978

O]
BLI]
HEN

Europas groBtem Radsport
Spezialversender und erhalte
einen 10€ Gutschein!

Yy Gefallt mir

|Eeziehungsstatus: Verlobt

Frauen

Freundschaft
Kontakte kniipfen

Beziehungsstatus:
Verlobt
Geburtstag:

22. November 15978 Ring-Paare.de H

Derzeitiger Wehnort:

Derzeitiger Wohnaort:

Hamburg, germany

Hn

Hamiburg, germany Heimatstadt: Dortmund, Germany
' Politische Sozialdemokratische Partei Deutschlands (SPD) [ || |[]
Einstellung:
F nel
reunde DDD Religiose Ansichten:  Christlich - katholisch
19 Freunde
Mehr Zeit fiir das
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Eﬁ?\'fa’#éﬁ'ﬁ Well-known Control Methods

DRESDEN

Sichtbarkeit fiir "Beziehungsstatus” einstellen

Alle Freunde:

06.09.2016

Wer darf "Beziehungsstatus” sehen?

Drag n‘ Drop

SNSPT ‘16 - Thorsten Strufe
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Eﬁ?\'fa’#éﬁ'ﬁ Well-known Control Methods

DRESDEN

' Inactive elements greyed out

Gruppen: Alle Freunde: Q Wer darf "Beziehungsstatus" sehen?

ke |

Christian Kénig

Help! (tooltips)

Fuar alle Freunde sichtbar machen
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recuniscke Aggregating Access-Management using
QWSS G oups

Sichtbarkeit fiir "Beziehungsstatus” einstellen

Gruppen: Alle Freunde: Wer darf "Beziehungsstatus" sehen?

+ Schulfreunde

Christian Kénig
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(uyunversir Evaluating an Interface
DRESDEN

Properties to evaluate, hypotheses to test
1. Is it easier to find out who can see what? (setting)
2. Can the user easily find out how an arbitrary other sees her?
(visibility)
3. Do groups make life easier, faster, more precise? (groups)
4

Is the entire new interface more effective than facebook?
(effectivity)

Experiment

« Controlled in-depth user study with 20 (18) participants
— General questions
— Extensive set of tasks to solve (alternating order of systems)
— Standardized satisfaction scores

« Metrics: precision, overhead (clicks), time needed

Expectation: advantage of our interface, especially for
laypeople
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Eﬁ?\'fs"ééﬁﬁ Some General Results
DRESDEN

679% visit social networks daily

67% were Facebook users

9496 have already changed their privacy settings
76%0 found the settings to be confusing

2290 create groups of friends

229% do not know exactly what parts of data they
have shared
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ONVERSTAT Precision

DRESDEN

grasp checking group complex tasks
settings visibility settings (effectivity)

Precision

B Facebook
B New Interface

Hypothesis
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Eﬁ‘f\'fs"r!éﬁ'i% Testing the Audiences

DRESDEN

e _
@ | I .
(=]
©
c o
k=
@
[5]
o
o o«
<
N
o
B Facebook
e
o
@ _|
o
s
Facebook users [
o _|
= o
S
@
[&]
o
A =
g
o
o
B Facebook
B New Interface
o _ L
o T 1
H3 H4

Users with no fb experience —
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G iniversiiar - Effectivity / Number of Clicks

DRESDEN

"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""" ‘| B Facebook
B New Interface

Number of clicks
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() iniversiiat - Effectivity / Time Needed

DRESDEN

T B Facebook
g _ | B New Interface
~
(=]
"'2 —
@
°
(]
o
[}
1]
c o
o S
E —
=
o _|
Te]
o —
T T T T T T T T T
5 6 7 8.1 8.2 8.3 8.4 8.5 9
Task
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TECHNISCHE
@ UNIVERSITAT
DRESDEN

Subjective Ratings

System Usability Scale:

SUS-Score
75 80 85 90 95

94% found Facebook settings confusing

AttrakDiff™:

technically - human
complicated - simple
unhandy - handy
complicated - direct
unpredictable - predictable
confusing - clear

stubborn - manageable
insulating - connecting
amateurish - professional
bad style - stylish

inferior - valuable
segregating - involving
separates me - brings me closer
not presentable - presentable
conventional - fancy
uninspired - creative
careful - audacious
conservative - innovative
lame - addictive

harmless - challenging
conventional - new
unpleasant - pleasant

ugly - beautiful
unappealing - appealing
rejecting - Inviting

899% rated new solution as "much better" disgusting - attrectg
100% rated coloring ,good" to , very good"
829% think chosen colors are useful / clear.

Some issues with the choice of colors
Profile preview not found

discouraging - motivating

Notion of “Selected Friends” somehow difficult to grasp

06.09.2016
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TECHNISCHE
UNIVERSITAT
DRESDEN

Follow-up of the study...

8 Facebook Privacy Watc... x

€  © @ MozillaFoundation (US) https

06.09.2016

addons.mozilla.org/en-Us,

"B UAa 49 8 0 00 =

“) Add-ons

EXTENSIONS THEMES COLLECTIONS MORE...

Not yet rated
0 user reviews
377 users

| Facebook Privacy Watcher ...
fpw

This add-on has been preliminarily reviewed by Mozilla. Learn more

About this Add-on

Facebook Privacy Watcher bietet eine
Facebook zu verwalten.

Search for people, places and things Q

Michael Ziegler Find Fri

facebook
.. About

Die Idee von Facebook Privacy Watch | 4 |
andere einzufarben. So dauert es nur
Genau so einfach wie das Erkennen d
Hast du ein Element gefunden, desse . ETTTTTTR Py ERETT
Farbrad auf dem du einfach nur die Fi work and Educatlon ‘ , Edit l lelng ‘ / Edit ‘
Augenblicke spater ist die Einstellung e = ——
! 5%

Wilhelm-Gymnasium e

Teacher - Hamburg, Germany - Aug 2005 to present Q | Hamburg’.w
Reviews Lehrer fiir Geschichte und Politik/Wirtschaft = c t Cltf

Germany TRt

This add-on has not yet been re ersit University of Bremen — _imun

Bremen, Germany

Dortmund, Germa
University of Hamburg 2 Hometown
Class of 2003 - Political Science - Geschichte - Hamburg,

Germany

Berlin, Germany
Moved here May 8, 2011

Max-Planck-Gymnasium Dortmund
Dortmund, Germany
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TECHNISCHE Facebook Privacy Watcher

UNIVERSITAT

oresbeN  Study Setting

 Browser extension (plug-in) for
Firefox and Chrome

« More than 44,800 downloads
from 102 countries

« Based on data, embedded in
feedback requests (informed
consent!)

» Collected data:
« User Demographics
« Completeness of profile fields
* Friend lists (hashed)
« Visibility of profile fields
* Privacy changes that have
been made with the FPW

« Number of plug-in activations
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TECHN.SCHE Facebook Privacy Watcher

UNIVERSITAT

DRESDEN Alteration Matrix

Public - 4.4% 1.5%

Friends - 8.8% 4.6%
=
o
LL

Only me - 2.8% 4.8% 1.6%

Custom - 9.2% 9.9% 2.7%
| | | |
Public Friends Only me Custom

To
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TECHNISCHE
@ UNIVERSITAT
DRESDEN

Facebook Privacy Watcher
Re-Authorizing Specific Attributes

Timeline—Entry -
Friendlist -
Employer -

Current city -
Relationship Status -
Family -

Hometown -

Photo album -
School -

Birthday -
University -

About you -
Quotations -
Religious Views —
Instant Messenger -
Interested in -
Languages -

Mobile phones -
Political views -
Website -

Address -

Emails -

Other phones -

06.09.2016

n=7133
n =835
n =433
n=422
n =401
n = 358
n = 356
n =340
n =337
n=273
n =205
n=151
n=116
n=75
n=73
n=70
n=>58
n =58
n=>55
n=235
n=29

=
I
[=2]

n=6

o
o
o
N
o
oY
o
[#2]
o
@
—
o

Changing the setting: . More private . Less private
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TECHN.SCHE Facebook Privacy Watcher

UNIVERSITAT

oresbeN - Change Direction Clusters

All -

USA -
Netherlands -
France -
Spain -
Egypt -
Germany -
Switzerland -

Austria -

o
g
S
o
NI
&)
O
o)
O
o
-u.d
&)
o
o

. Only less private . More private
. Less private . Only more private
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Gy unverstar  Facebook Privacy Watcher - Takeaway

DRESDEN

 Sampling was not unbiased. But:
« Not everybody wants more privacy
« Users distinguish between types of attributes

« Facebook is an international system. But:
« Extreme cultural differences in authorizations

« By far not satisfying data
« We need more, to understand better.
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Gy unversiar Meet FPA: Facebook Privacy Analyzer

DRESDEN

Zeiten ) f X t t c Zeitspanne ~

Aktivitaten der letzten 30 Tage:

Aktivitats-Zeiten

Zeiten v Ak ver M Weite = Te Zeitspanne ~

Seiten

Vergleich
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Eﬁ?\'fe"ééﬁﬁ Measurement Study - FPA

DRESDEN

Browser extension for Firefox and Chrome
Endowed with user's access rights

Observation on users' own devices and own user profiles

Observation period:
« 123 days; started on 1st of January 2014
« Flexible start and end — average observation period: 34 days

Participants: 2071 (with informed consent!)

Collected data:
« User Demographics
« Performed actions
* Friend lists (hashed)
« Activity logs
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Eﬁ?\'fe"a'éﬁ“ﬁ FPA Measurement: Questions (here)

DRESDEN

Temporal properties:
nen are users active
nat are the churn models

W
« W

Interaction with content:

« What are the properties of content users interact
with? (Where do they stay?)
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Eﬁ‘f\'?s"r!éﬁ“ﬁ FPA: Measuring Churn, Method

DRESDEN

goToFacebook deactivateTab activateTab  deactivateTab activateTab closeTab

o =

User Actions

‘ e ———————

Tmeout | I

S
Timeout '

Q User Actions 6 Active Session {0 Timeout

Precise measurement reflects user attention better
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u)iniversiit  FPA: Measuring Churn, Results

DRESDEN

0.6 -

0.4-

Density

0.2+

0.0 -

06.09.2016

2:16 minutes average
session duration

| 1 1
ims 10ms 100ms 1s 10s 1min5min ih  8h24h 7d

Session length

Facebook sessions are much shorter
than assumed in the literature!
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Eﬁ‘f\'?s"r!éﬁ'i% FPA: Measuring Access vs. Content Age

DRESDEN

200000 -
25.77% of all accessed content is
150000 -
%. younger than 1 h
(ol
"'6 100000 -
s 84.79% younger than 24 h
50000 -
.D_

0 3 6 9 1|2 1|5 1|8 21 24
Age of accessed content (in h)

Accessed content is very fresh
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Eﬁ‘f\'?a"n'éﬁ'ﬁ? FPA: Measuring Retention Time

DRESDEN
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Gu)iniversii  FPA: Measuring Communication Patterns

DRESDEN

Users communicate only with a minor subset of their friends

Send message - -

Post to timeline -

Poke -

Click shared link - = e

Visit profile - .

Type of communication

Comment - .

Show timeline-entry -

Show newsfeed-entry - (L " swe» ammwe -—

I | I | I | I | I I I I
Dw(f:’OlD 0 _'\Dm D:’gfboln (}Fﬂulu Al rzrfﬁoln % ° J\ﬁnlu rzplnlc &Qﬂlo L@oi\gﬁbn

Percentage of Facebook friends that was communicated with
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Eﬁ‘f\'fa"a'éﬁ'ﬁ? FPA: Behaviour over Time

DRESDEN

Stale user models become obsolete

0.00 0.25 0.50 0.75 1.00
Share of the action in the activity log

Action . Comment . New friend . Share
. Like . Photo . Status-Update
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Eﬁ?&"&?ﬁﬁ FPA: And Dozens of Others...

DRESDEN

Dozens of additional analyses...

General findings:
« Facebook is a mature OSN
 Users find less new friends

« Fraction of low effort actions (likes, shares) rises;
the fraction of high effort actions decreases (e.g.
comments, status updates)

And..

« By far not satisfying data
« We need more, to understand better.
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