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() iniversiiar - Access: Type and Scope, Today
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1. Centrakerviceproviders
2: Digitalacces®verthe Internet

Secretsarelies.
Sharings caring
Privacyistheft.
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A Data loss
A Data accessible to unintended parties
A Manipulation and forgery
A Tampered, spoofed data
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Gy unversiiar  Classic Security Goals — and Adversaries

A Confidentiality

A Data transmitted or stored should only be revealed to the intended
audience

A Integrity

A Modification of data is detected (identify source, first!)
A Availability

A Services should function correctly upon request

8 2
Mallory % ‘

- &)

message AR “
\ - &

Alice }‘ Bob / 4

u
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Privacy

A Sowhat isthis thing, anyway®
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G iniversiiar - Privacy (according to google et al.)
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Whichdisclosuresre peopleconcernedabout? studyfromQ m n 0
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Privacy

A Sowhat isthis thing, anyway®
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A { Y dzS f 2 | NNB Y 2ThdRBlzd RrivacyNd VI RISNMIAIYNFR [
Vol. IV, No. 5, 15th Decemb&890

A Reasoy @&yl LJaK 2 U (recéhtnacafididat Lkt dine)

A allowed newspapers to publish photographs of individuals without obtaining
their consent.

A private individuals were being continually injured
AGKA& LN OGAOS 6SIH{SYSR UKS aGY2N) t

A Consideration
A basic principle of common law: individual shall have full protection in person a

In property

AaAld KLa 0SSy F2dz/yR yééSaal;NJe FNRBY
YR SEGSYUO 27F &4dzOK LINRPGSOUOA2YE

At 2t AGAOIT S &a20A1E>X YR SO2y2YAO OF

A Conclusion
A dright to be let alon&
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A Principles
A collect and process personal ddgarly and lawfully
A purpose binding
- keep it only for one or more specified, explicit and lawful purposes
- use and disclose it only in ways compatible with these purposes

A data minimization
- adequate, relevant and not excessiwe. the purpose
- retained no longer than necessary

A transparency
- inform who collects which data for which purposes
- inform how the data is processed, stored, forwarded etc.

A user rights
- access to the data, correction, deletion

A keep the data safe and secure

Thorsten Strufe Privacy and Security 16



Eﬁ?\'?e"a'?ﬁ“/s? Now, what about Privacy?
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A Protect data?
A Rather: Protect integrity of individuals
A Hence: Protect individuals FROM data

Al y3a 2yH 2KIdgwa |
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(O R Types of Data
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A Datawithout anyrelationto individuals

A Simulationdata

A Measurementdrom experiments

A Datawith (obvious relationto individuals

A Types
- Content
- Meta data

A Revelation

- Consciously
- Unconsciously
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Gy unversiiar  Types of Disclosure
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A What can be disclosed?

A Disclosure of attributes
A Infer a (hidden) attribute of an individual

A Disclosure of identity
A ldentify an individual in a dataset

A Both must be prevented!
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A Singleterm lecture (studentswithout anyprior knowledgeon ML)

A Information (abjised g MOM 8 %
A Partialprofiles

A Neighborhood MOMAOM 8

A Inferred, with highaccuracy
A Age
A Educationievel
A Expectedenure with employer
A Sexuapreferences
A Religioudeliefs
A Politicalpreferences
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Publication Communication

Media Analytics

Global Access

App Server -

N 4

SNSProvidér,
ot NAAaYyY

Centralprovider
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c— overthe Internet
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AExplicit AoMeta datad
AQreated content A Session artifactgtime of actions)
AComments Ainterest (retrieved profiles;
AStructuralinteraction (contacts likes membership in groups/participation
In discussions)
Ainfluence

ButL WgdtSothing to

A Clickstreams, ad preferences
hideX K MM P

MM | A communication(end points, type,
Intensity, frequency, extent)

Alocation (IP;shared gpscoordinates)

Alnferred AExternallycorrelated

APreference and A Observation in ad networks
Almagerecognitionmodels

APersonabetails
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gglls\g%ﬁéshrﬁ Solution Classes and our Contributions

AResilientNetworking AUser Understanding
- Confidentiatransmission - Privacy assessment, metrics
- Defendingthe network - Intention recognition

- User support

APETSs

- Anonymouscommunication
- Servicedecentralisation

ASystenmsecurity

- Protocolkervicepartitioning
- HardwareextensiongSGX)
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EEI(I:\II-IENREEI%%E PETs: Entire Distribution of Data and Control
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ATORallowsyouto hide your IP, butwhat aboutthe serviceitselfX

ADecentralizeéhe services

AFederatedSNS
diaspora*
ADOSN

ASociabverlays
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u)niversitr  Resilient Social Overlays (o (o
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A Preventidentification, censorshipandretribution.

A FromDOSNo darknets Tighteningrequirements
A Concealegarticipation
A Unobserveability
A Metadataprivacy(sender, receiver, relationshipanonymity)

A Sog K S Nife gtéblent?
A Classioverlays
A Twodegreesof freedont ID, links
A Eclipse *-hole attacks
A Disclosureof IPaddresso unknownparties

O
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G iniversiiar  Preventing Censorship and Surveillance

A[ S gobdarkd H g
AR

A Friendto-Friend:
A Membershipconcealing
A Freedomfrom observation
A Resilientto censorshipand sabotage

Thorsten Strufe Privacy and Security
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Gy iniversiiar - Social Overlays: Embedding/Virtual Overlays

DRESDEN

A Conceptof socialoverlays
A Constrainconnectivityto sociallinks
A Constraininformation (hop-by-hop anonymizatioi
A Attemptto route messagegdegreeof freedon ID)

A Embeddings Virtual overlays

Trust graph
--=-Virtual Link

Tunnel 814

Thorsten Strufe Privacy and Security




Gy unversiiar  Virtual Overlays 1 Tunnel Maintenance

ARoadlot AaKYSYld 3 Y 4
A Flooding ¢
- Finds shortest paths, is excessively expensive :
A Routing !
- Leverage overlay routing to trail endpoint o
- Concatenate existing tunnels L g
Desired Lipk==

Random
Neighbor

A e.g. WSN, Xine
A EfficiencyCan tunnels remaipolylogovertime ¢ at polylogcost?

A Proofby contradiction Concatenatiorof trails divergesbeyondpolylog

Iength Overtlme [1] Roosand Strufe: INFOCOM 2015

Thorsten Strufe Privacy and Security [2] Roosetal.: PETS 2014 40



Gy unversiiar  Freenet § Protecting  Free Expression Online

A oCensorshipesistancaequiresanonymouscommunicatio

A [Clarke 2000], [Clarke, Miller, Hong, Sandb®&dey
2002]

A Basicconcepts
A PushbasedP2Pdata store with probabilisticon-path caching

A Createoverlay
- Random IBelectiond lacationd U
- Unidimensionalattice (unit circle)
- Approximationof Kleinberg ¢eebelow)

A Routing

- Informationcontainment Recursiveouting with sourcerewriting
- Greedy distancedirecteddepthfirst searcho steepestascenthill climbingx 0

A Publishing storing, and requestingnodesO | yb&Hdentified



Gu)iniversiia Integrating  Opennet and Darknets
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A Eachdarknetexistson its own
A Nodesparticipatingin darknetand opennetact asobridgest



Eﬁ?\'?e"a'éﬁ“ls? Understanding it i A Measurement Campaign

DRESDEN

A HowdoesFreenetwvorkin the first place?
A DoesFreenetrouting work (what doesthe topologylooklike)?

A Howmanypeopleare usingFreenetand where?
A What usage/ behavioristo be expecte®

A Whatis the popularityof content?

A DoDarknetsexistand canwe find them?
A Howresistantis Freeneto sabotag®



uyunversiiar General Methodology  and Setup

DRESDEN

A Howcanwe find out?
A Codeanalysegpapers onlinek dodexdocumentationare not reliable)
A Instrumentationof client software
A Passiveneasurementgloggingall messageks
A Activeprobing(activenodediscoveryandtracking

A CampaignsSummerautumn12(1407/1410)spring “131442/1457,
summek Tl £ f Wmc

A Hardware Setup

A 4 older machinesrom the lab for longterm measurements
- 2barebones1.5GHz, 2GB RAM
- 2 sunsolarisworkstations

A Ouromonstertfor specificprobingcampaigns
- 4 x 16cores 2.8GHz, 512GB RAM

A Sidenote: main limiting factor is memory eachbarebonehostsmax. 11
nodes



Gy iniersiiar  Measuring  the Routing

DRESDEN

A Methodology
A Logtopologyupdates(uponchangego neighborhood
A Traceforwardedrequests
A Additionally createDarknetof 10 nodes and connectthroughown bridge
A Simulaterouting with measured correctedDD

A Correcteddistancedistribution o7
A Manyneighborswith d < 0.05 :
A Uniformdistributionfor d > 0.05 o} _
A Simulatedaverage37 vs13 hops (Kleinberg) e

1 1 1 1 1
0 005 01 015 02 025 03 035 04 045 0O

Distance D

A Measuredrouting success
A Opennet(92.5%of requesty yields22.5%succes
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umveasnm Measuring the Population

DRESDEN

A [1407] FNPRoutedPingPing/Pongof specificlocations
A Discovemodes track selection(55clients 680

A Routingsuccessvell below 100%:
- PlaceM monitorson IDspace
- Pingmonitorsperiodicallyto asses&urrentsuccessa
- Pingtargetandreport succes$o server
- Onfailure, pingfrom nextmonitor, until k=5attemptsfor 99.9%certainty

A ©omn m ENPRHProbeReque®andom Probéor [location|uptime]

A Probeis forwardedalong10 hopsunweightedrandomwalk
Estimateprobabilityto detectnodewithin specificinterval
FloodFNPRHP_Ror locations(2.4mio/h)
Collectresponsesvith timestamps
Extractsessiongor eachdiscoveredocation

A (150clients 216h)
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The Freenet Population (58.571

locations )

Number of nodes

Number of Nodes online

14k T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T

12k

10k

8k

6k

4k

2k

Vastmajority

American/European

T I T T I

|

|

|

|

| ~13knodesonline in total
Cleardiurnal patterns (8 vs 16h)

100 200 300 400 500 600
Time in hours

700

1

MeasUred ';

0.9 - Exponential ------- |

Paretg ===:xe- 1 /

0.8 Weibull e I |
Lognormal -~~~ ,

07 |
|

= 06 I |

I

Median:108m Y. :
Lognormal/Pareto F4

#
Fiittag

.

sask AR = 1 1

0
0.1 1 10 100 1000 10000
Session Length S in min

1 —————
| n=0.900

99% online> 4h
90%online > 20h
5% online >= 216

0 L aaa o aaal L i a o aaal " PR S T S S '
0.001 0.01 0.1 1
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) unversiiar  Freenet Population 1 Geolocation

RU: 3%
C Yo

North America 15% Europe: 26 | Asia 10%

JP: 3%
Africal%

SouthAmerica 3%

Not found/proxy42%




G niversiiar  Freenet Population 1 Institutions

Koszalin

University of
Technology

Wuhan University

& HubeiMedical
University

FH Dresden

Universitat des
Saarlandes

Haifa
University

Public Work
in Kuwait
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umvzasnm Measuring Popularity
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A Methodology

A Collectrouting keysfrom forwardedrequests

A ExtractLJdzo f Ak&yE(SHWEK)
A Estimatecontent

A MeasuredPopularityof keys

A Orderof contenttypes(top 5)
A Freenetupdates
A Developerblogs
A Freesiteindices
A Freenetdocumentation
A Freemailcontent

Fraction of data requests

0.0075

0.007
0.0065

0.0055
0.005
0.0045
0.004
0.0035
0.003

0.0025

: ” about terVOr\Smp



G unversiiar  Freenet/  Opennet Mode

DRESDEN

A Aimat recreatingunidimensional Kleinberg:

A Bootstrapping
- Bootstrap atseednode
- Seednodereplicatesandroutesrequestaccordingo location
- Terminiof routesestablishconnections

A Topologycontrol

- Allow neighborsdependingon bandwidth
- Establisradditionalconnectionsf necessarynodesdiscoveredn operation)
- Additionally Connecto further discoveredhodes(contentdiscovery

A Senderstorage receiveroanonymityd garticipation disclosed



Eﬁ?\'?e"a'?ﬁ“/s? The Dark Freenet
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A Onlydeployed(used darknet

A Assumptions
A Sociagraphsare smallworld, powerlaw
A Kleinberg

A Approach:
A Embednodesinto Kleinberglike topology(namespace[0,1) )

A Simulatedannealingo apprOX|mateIatt|ce with additionallong-rangeneighborl,, for
each nodeu: 2.,L B R

x:a@:!

- Periodicrandomsamplingof node pairs
Ady(n) X(A%R; A A Agp,(g (AuE; A WY)
Ay (a) (A% DAY Ag,g (Ave; A WY)

- Comparisorof neighborhoods T Q&R L
- IDswapwith probability. min{1,c(u,v)}

A Embedding nogreedy adaptedrouting (DDFS)



