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Mail and ĂTelecommunicationñ
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Trade and Payments
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Access:
Type

andscope

Access: Type and Scope
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Our (brave?) New Worldé
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Access: Type and Scope, Today

1: Central serviceproviders
2: Digital accessover the Internet
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Secretsare lies.
Sharing iscaring.
Privacy is theft.



The Stakeholders

Subscribers
Provider

Partner

Network Provider

Institutions

Advertisers

Extending
Partner

Public

Cloud/CDN Provider
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The Traditional Security View

TrusteddomainTrusteddomain

Alice Bob
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Threats!!

ÅData loss

ÅData accessible to unintended parties

ÅManipulation and forgery

ÅTampered, spoofed data
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Classic Security Goals and Adversaries

ÅConfidentiality

ÅData transmitted or stored should only be revealed to the intended 
audience

ÅIntegrity

ÅModification of data is detected (identify source, first!)

ÅAvailability

ÅServices should function correctly upon request

Eve

Mallory

Alice Bob

: message
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Privacy

ÅSo what is this thing, anyways?
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Privacy (according to google et al.)

Whichdisclosuresarepeopleconcernedabout? (studyfromΩмлύ
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Privacy

ÅSo what is this thing, anyways?
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Privacy Ăin the USñ: Right to be let alone

Å{ŀƳǳŜƭ ²ŀǊǊŜƴΣ [ƻǳƛǎ .ǊŀƴŘŜƛǎΥ άThe Rightto PrivacyέΣ IŀǊǾŀǊŘ [ŀǿ wŜǾƛŜǿΣ 
Vol. IV, No. 5, 15th December 1890

ÅReasonΥ άǎƴŀǇǎƘƻǘ ǇƘƻǘƻƎǊŀǇƘȅέ(recent innovation at that time)
Å allowed newspapers to publish photographs of individuals without obtaining 

their consent.
Å private individuals were being continually injured
ÅǘƘƛǎ ǇǊŀŎǘƛŎŜ ǿŜŀƪŜƴŜŘ ǘƘŜ άƳƻǊŀƭ ǎǘŀƴŘŀǊŘǎ ƻŦ ǎƻŎƛŜǘȅ ŀǎ ŀ ǿƘƻƭŜέ

ÅConsideration:
Å basic principle of common law: individual shall have full protection in person and 

in property
Åάƛǘ Ƙŀǎ ōŜŜƴ ŦƻǳƴŘ ƴŜŎŜǎǎŀǊȅ ŦǊƻƳ ǘƛƳŜ ǘƻ ǘƛƳŜ ǘƻ ŘŜŦƛƴŜ ŀƴŜǿ ǘƘŜ ŜȄŀŎǘ ƴŀǘǳǊŜ 
ŀƴŘ ŜȄǘŜƴǘ ƻŦ ǎǳŎƘ ǇǊƻǘŜŎǘƛƻƴέ

ÅάtƻƭƛǘƛŎŀƭΣ ǎƻŎƛŀƭΣ ŀƴŘ ŜŎƻƴƻƳƛŎ ŎƘŀƴƎŜǎ Ŝƴǘŀƛƭ ǘƘŜ ǊŜŎƻƎƴƛǘƛƻƴ ƻŦ ƴŜǿ ǊƛƎƘǘǎέ

ÅConclusion:
Åάright to be let aloneέ
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Privacy Ăin Europeñ: Data Protection

ÅPrinciples

Åcollect and process personal data fairly and lawfully

Åpurpose binding
-keep it only for one or more specified, explicit and lawful purposes

-use and disclose it only in ways compatible with these purposes

Ådata minimization
-adequate, relevant and not excessive wrt. the purpose

-retained no longer than necessary

Åtransparency
-inform who collects which data for which purposes

-inform how the data is processed, stored, forwarded etc.

Åuser rights
-access to the data, correction, deletion

Åkeep the data safe and secure
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Now, what about Privacy?

ÅProtect data?

ÅRather: Protect integrity of individuals

ÅHence: Protect individuals FROM data

ÅIŀƴƎ ƻƴΗ ²ƘŀǘΨǎ ŀƭƭ ǘƘƛǎ αŘŀǘŀά ŀōƻǳǘΚ
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Types of Data

ÅData without anyrelationto individuals

ÅSimulation data

ÅMeasurementsfrom experiments

ÅData with (obvious) relation to individuals

ÅTypes
-Content

-Meta data

ÅRevelation
-Consciously

-Unconsciously
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Types of Disclosure

ÅWhat can be disclosed?

ÅDisclosure of attributes

ÅInfer a (hidden) attribute of an individual

ÅDisclosure of identity

ÅIdentify an individual in a dataset

ÅBoth must be prevented!
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ĂItós only Meta Datañ

ÅαCŀŎŜōƻƻƪ aƛƴƛƴƎά attacks

ÅSingle term lecture(studentswithout anyprior knowledgeon ML)

ÅInformation (ab)used:
ÅPartial profiles
ÅNeighborhood

ÅInferred, with high accuracy:
ÅGender
ÅAge
ÅEducation level
ÅExpectedtenurewith employer
ÅSexual preferences
ÅReligiousbeliefs
ÅPolitical preferences
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Internet

Model, Access, and Adversaries

Fallback

DB

Web Server

Real Time

PM

SNS-Provider, 

όtǊƛǎƳΣ Χύ

CommunicationPublication

άCǊƛŜƴŘέΣ {ƻŎƛŀƭ 

Media Analytics

ISP (Echelon, 
Eikonal, Tempora)

SNP
Alice

B
A

App Server

Source: T. Cutillo

Global Access

overthe Internet

Central provider
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ÅExplicit
ÅCreatedcontent

ÅComments

ÅStructuralinteraction(contacts, likes)

ÅInferred
ÅPreferenceςand

ÅImage recognitionmodels

ÅPersonal details

ÅαMeta dataά
ÅSession artifacts(time of actions)

Åinterest (retrieved profiles; 
membership in groups/participation 
in discussions) 

Åinfluence

ÅClickstreams, ad preferences

Åcommunication(end points, type, 
intensity, frequency, extent)

Ålocation (IP;shared; gpscoordinates)

ÅExternallycorrelated
ÅObservation in ad networks
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Solution Classes and our Contributions

ÅResilientNetworking
-Confidentialtransmission

-Defendingthe network

ÅPETs
-Anonymous communication

-Service decentralisation

ÅSystem security
-Protocol/servicepartitioning

-Hardware extensions(SGX)

ÅUser Understanding
-Privacy assessment, metrics

-Intention recognition

-User support

Internet

D
B

SNP

Alice

B
A

Alice

SNP

B

A
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PETs: Entire Distribution of Data and Control

ÅTOR allowsyouto hideyour IP, but what about the serviceitselfΧ

ÅDecentralizethe services

ÅFederatedSNS

ÅDOSN

ÅSocialoverlays
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Resilient Social Overlays

ÅPreventidentification, censorshipandretribution.

ÅFromDOSN to darknets: Tighteningrequirements
ÅConcealedparticipation
ÅUnobserveability
ÅMetadataprivacy(sender-, receiver-, relationshipanonymity)

ÅSo ǿƘŜǊŜΨǎthe problem?
ÅClassic overlays:
Å Twodegreesof freedom: ID, links
ÅEclipse, *-hole attacks
ÅDisclosureof IP addressto unknownparties
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Preventing Censorship and Surveillance

Å[ŜǘΨǎgoαdarkάΗ

ÅFriend-to-Friend:

ÅMembership concealing

ÅFreedom from observation

ÅResilientto censorshipandsabotage
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Social Overlays: Embedding/Virtual Overlays

ÅConceptsof socialoverlays:

ÅConstrainconnectivityto sociallinks

ÅConstraininformation (hop-by-hopanonymization)

ÅAttempt to route messages(degreeof freedom: ID)

Å Embeddings Virtual overlays
1
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[1] Roosand Strufe: INFOCOM 2015
[2]    Rooset al.: PETS 2014

Virtual Overlays ïTunnel Maintenance 

Å9ǎǘŀōƭƛǎƘƳŜƴǘ ϧ ƳŀƛƴǘŜƴŀƴŎŜ ƻŦ αǘǊŀƛƭǎά

ÅFlooding
-Finds shortest paths, is excessively expensive

ÅRouting
-Leverage overlay routing to trail endpoint

-Concatenate existing tunnels

Desired Link

Random
Neighbor

Tunnel 1 Tunnel 2

Á e.g. WSN, X-Vine

Á Efficiency: Can tunnels remain polylogovertime ςat polylogcost?

Á Proofby contradiction: Concatenationof trails divergesbeyondpolylog
lengthovertime
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Freenet ïProtecting Free Expression Online

ÅαCensorshipresistancerequiresanonymouscommunicationά
Å[Clarke 2000], [Clarke, Miller, Hong, Sandberg, Wiley

2002]

ÅBasic concepts
ÅPush-basedP2P data storewith probabilisticon-path caching

ÅCreate overlay
-Random ID selectionόαlocationάύ

-Unidimensional lattice (unit circle)

-Approximation of Kleinberg (seebelow)

ÅRouting
-Information containment: Recursiveroutingwith sourcerewriting

-Greedy: distance-directeddepth first searchόαsteepest-ascenthill climbingάύ

ÅPublishing, storing, and requestingnodesŎŀƴΨǘbeidentified



Integrating Opennet and Darknets

ÅEachdarknetexistson its own

ÅNodes participatingin darknetandopennetactasαbridgesά

OpenNet

Darknet

Darknet

DarknetDarknet
Bridge node



Understanding it ïA Measurement Campaign

ÅHowdoesFreenet work in the first place?

ÅDoesFreenet routingwork (what doesthe topologylooklike)?

ÅHowmanypeopleareusingFreenet, andwhere?

ÅWhat usage/ behavioris to beexpected?

ÅWhat is the popularityof content?

ÅDo Darknetsexistandcanwe find them?

ÅHowresistantisFreenet to sabotage?



General Methodology and Setup

ÅHowcanwe find out?
ÅCode analyses(papers, onlineκάcodeά documentationarenot reliable)

Å Instrumentation of client software

ÅPassive measurements(loggingall messages)

ÅActiveprobing(activenodediscoveryandtracking)

ÅCampaigns: Summer/autumn`12 (1407/1410), spring `13 (1442/1457), 
summerκŦŀƭƭ Ψмс

ÅHardware Setup
Å4 oldermachinesfrom the lab for longterm measurements:
-2 barebones, 1.5GHz, 2GB RAM

-2 sunsolarisworkstations

ÅOurαmonsterά for specificprobingcampaigns:
-4 x 16 cores, 2.8GHz, 512GB RAM

ÅSide note: main limiting factor ismemory, eachbarebonehostsmax. 11 
nodes



Measuring the Routing

ÅMethodology:

ÅLog topologyupdates(upon changesto neighborhood)

ÅTrace forwardedrequests

ÅAdditionally: createDarknetof 10 nodes, andconnectthroughown bridge

ÅSimulateroutingwith measured, correctedDD

ÅCorrecteddistancedistribution

ÅManyneighborswith d < 0.05

ÅUniform distribution for d > 0.05

ÅSimulatedaverage37 vs13 hops (Kleinberg)

ÅMeasuredroutingsuccess

ÅOpennet(92.5% of requests) yields22.5% success

ÅDarknet(7.5% of requests) yields0.4% success



Measuring the Population

Å[1407] FNPRoutedPing: Ping/Pongsof specificlocations

ÅDiscovernodes, trackselection(55 clients, 680h)

ÅRouting successwell below100%:

-Place M monitorson ID space

-Ping monitorsperiodicallyto assesscurrentsuccessrates

-Ping targetandreport successto server

-On failure, ping from nextmonitor, until k=5attemptsfor 99.9% certainty

ÅώмпмлΣΧϐ FNPRHProbeRequest: Random Probe for [location|uptime]

ÅProbe is forwardedalong10 hops unweightedrandomwalk

-Estimateprobabilityto detectnodewithin specificinterval

-FloodFNPRHP_R_ for locations(2.4 mio/h)

-Collectresponseswith timestamps

-Extractsessionsfor eachdiscoveredlocation

Å (150 clients, 216h)



The Freenet Population (58.571 locations )

Tracking 15.503 randomnodes

Median:108m

Lognormal/Pareto

~13k nodesonline in total 
Clear diurnal patterns (8 vs16h)

Vastmajority

American/European

99% online> 4h

90%online > 20h
5% online >= 216h



Freenet Population ïGeolocation

US: 14%

DE: 7%GB: 6%

FR: 5%
JP: 3%

RU: 3%

BR: 2%

AU: 2%

CA: 2%
Europe: 27%

North America: 15%

Not found/proxy42%

South America: 3%

Asia: 10%

Africa1%

Oceania: 2%



Freenet Population ïInstitutions

FH Dresden

Universität des 
Saarlandes

Wuhan University 
& HubeiMedical 

University

Koszalin 
University of 
Technology

Shinshu 
University

Haifa 
University

Ministry of 
Public Work 
in Kuwait



Measuring Popularity

ÅMethodology
ÅCollectroutingkeysfrom forwardedrequests

ÅExtractǇǳōƭƛǎƘŜǊΨǎkeys(SSK/USK)

ÅEstimatecontent

ÅMeasuredPopularityof keys

ÅOrder of content types(top 5)
ÅFreenet updates

ÅDeveloper blogs

ÅFreesiteindices

ÅFreenet documentation

ÅFreemailcontent



Freenet / Opennet Mode

ÅAimat recreatingunidimensional Kleinberg: 

ÅBootstrapping
-Bootstrap at seednode

-Seednodereplicatesandroutesrequestaccordingto location

-Termini of routesestablishconnections

ÅTopologycontrol
-Allowneighborsdependingon bandwidth

-Establishadditional connectionsif necessary(nodesdiscoveredin operation)

-Additionally: Connect to further discoverednodes(contentdiscovery)

ÅSender/storage/ receiverαanonymityάΣ participation disclosed

1),(0



The Dark Freenet

ÅOnlydeployed(used) darknet

ÅAssumptions:
Å Socialgraphsaresmallworld, power law
Å Kleinberg

ÅApproach:
Å Embednodesinto Kleinberg-liketopology(namespace: [0,1) )
Å Simulatedannealingto approximatelattice with additional long-range neighborLu for 

each node u: �2 �.�Q
L �R �ß
�5

�×�:�è�á�é�;�Ï

- Periodicrandomsamplingof nodepairs

- Comparisonof neighborhoods: �? �Q�á�R 
L
�Â�Ô�Ð�¿ �à �× �Â�½�:�è�;�á�Â�½�:�Ü�; �Â�Ô�Ð�¿ �á �× �Â�½�:�é�;�á�Â�½�:�Ý�;

�Â�Ô�Ð�¿ �à �× �Â�½�:�é�;�á�Â�½�:�Ü�; �Â�Ô�Ð�¿ �á �× �Â�½�:�è�;�á�Â�½�:�Ý�;

- ID swapwith probability: min{1,c(u,v)}

Å Embedding not greedy, adaptedrouting(DDFS)


