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Access: 
Type 

and scope 





1: Central service providers 
2: Global access over the Internet 
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Perfect observability! 



Explicit 
• Created content  
• Comments 
• Structural interaction 

(contacts, likes) 
 
 
 
 
 
 
 
 

Inferred 
• Preference– and 
• Image recognition models 

 

„Meta data“ 
• Session artifacts (time of 

actions) 
• interest (retrieved 

profiles; membership in 
groups/participation in 
discussions)  

• influence 
• Clickstreams, ad 

preferences 
• communication (end 

points, type, intensity, 
frequency, extent) 

• location (IP; shared; gps 
coordinates) 

 
 

Externally correlated 
• Observation in ad networks 
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But I‘ve got nothing to 
hide…? 
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• Authorize actively!        
(Privacy controls) 

 

 

• Communicate confidential 
(Encrypt your traffic) 
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• Authorize actively!    
(Privacy Controls) 

 

 

• Communicate confidential 
(Encrypt your traffic) 

 

 

• Put your eggs into several 
baskets (Decentralization) 

 

 



Let‘s go „dark“! 

 

 

 

 

 

 

 

 

Friend-to-Friend: 

• Freedom from observation 

• Resilient to censorship and sabotage 

 
 

https://freenetproject.org/ 

https://dud.inf.tu-dresden.de/ 



 

 

 

 

Let‘s not give up on diversity               
(and privacy!) on the Web, just yet! 
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