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QEE\'/;%%%% Reprise from the last modules

You have an overview of cryptography and cryptology

You know different adversary models and their corresponding games

You know what symmetric cryptography is

You recall the difference of stream and block ciphers

You can explain the OTP and constructions for stream ciphers

You can prove that the OTP has perfect secrecy

You can tell PRFs and PRP apart and you know constructions for block ciphers

You can explain different modes of operation and their properties
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Gy unversiiar Module Outline

DRESDEN

Verification of message integrity as a goal

Adversary and security models

Hashes and cryptographic hash functions

Collisions and how to create them (also: the birthday paradox)

The Merkle-Damgard construction and some real hash functions (MD5, SHA-1)
Block ciphers as compression functions

Secure MACs from hash functions and PRFs

MACs using block ciphers (CBC, NMAC, HMAC)
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Integrity and Authenticity
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From: Bob

From: Eve

E: k

22 Dresdner Bank - Privatkundenportal - Microsoft Internet Explorer

Ele Edt View Favorites Tools Help

Qe - ©  [x] @ @ Osewar Joravnes @ -2 B -[JEH B

-
D: (c @ k) Address ahttps:I!www.&esd'\ev-pri;vat.drellr'dexr.mlr?nav-ia(ah[wvuﬁg_m_ﬂw;ﬂ_bue_md‘w&tm.W/x v Go Links * @“ -

/\ Dresdner Bank
Dse Beraterbank

30.11.2017

Business Banking
Konto T Markte & Analysen Produkte Beratungsangebote Services

09.01.2007: Neuer Angriff auf Kundendaten

Finanzstatus Igt;'m:tvaetmqer varsug\an giarzfit, mittelsnsoqle.nanrtar troj‘anar
Konteniibersicht {;elr:ff:r::grl:rur::::r)nrl;&nem erfolgt im ;ﬁ:c des Loqin-Prozesse; zum
Kontoauszug OnlineBanking eine fingierte Aufforderung zur Eingabe von iTANs:
Uberweisungen

Dauerauftrag L —

Auftragsiibersicht Qe - O DBO v firoen @ @ 3- 5 #- 0

Vorlagen B e T T Ty T T
AbschlussCenter B pormar tuct N S

ServiceCenter

Freistellungsauftrag

Home Inhalt Kontakt Guided Touren Sicherheit Hilfe Wichtige Hinweise Dresdner Bank

|®

2um Thema Sicherh

Privacy and Security

Folie Nr. 4



http://images.google.com/imgres?imgurl=http://wjedfoundation.org/graphics/letter_icon-wh.jpg&imgrefurl=http://wjedfoundation.org/seats.html&usg=__NYFuFhc_BjeTycc8vpdaLN6OhqY=&h=142&w=137&sz=18&hl=de&start=29&um=1&tbnid=ShBpaeHi74csHM:&tbnh=94&tbnw=91&prev=/images?q=letter+icon&ndsp=21&hl=de&rls=com.microsoft:de:IE-SearchBox&rlz=1I7SNYK&sa=N&start=21&um=1

Eﬁ?\'fa"n'éﬁ'ﬁ Message Integrity

DRESDEN

Algorithms:
TagS: M > T M={0,1}";S={0,1}} with n>>t
Verify V: M x T = {yes,no}

30.11.2017 Privacy and Security Folie Nr. 5


http://images.google.com/imgres?imgurl=http://wjedfoundation.org/graphics/letter_icon-wh.jpg&imgrefurl=http://wjedfoundation.org/seats.html&usg=__NYFuFhc_BjeTycc8vpdaLN6OhqY=&h=142&w=137&sz=18&hl=de&start=29&um=1&tbnid=ShBpaeHi74csHM:&tbnh=94&tbnw=91&prev=/images?q=letter+icon&ndsp=21&hl=de&rls=com.microsoft:de:IE-SearchBox&rlz=1I7SNYK&sa=N&start=21&um=1

(DI Bad Examples

DRESDEN

Cross sum:

f(x) : calculate the cross sum of all bytes in the message
Is this secure? Why (not)?

f(523)=1(23 5)

CRC:
tag < CRC(m) ; Verify tag: return CRC(m) == tag
Is this secure? Why (not)? Integrity requires a secret

Adversary can create new message and recompute CRC

Simple Encryption:
tag € Enc(k,m) | ; Verify tag: return tag == Enc(k,m) | ;

Is this secure? Why (not)? cecurity depends on S|
Adversary can guess tag for a message in 2°
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Gy unversiiar  Existential Forgery
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Chosen Message Attack: P (___Ti'__sf___
o) XX, S; )‘ ,0°

* givens,,s,, ... s, for chosen m.
(variations are: known key / known signature attacks)

Existential Forgery:

Produce some new valid tuple (m,s) (any message, even gibberish)
= adversary cannot produce a valid tag for a new message

= adversary cannot even produce (m,t’) for (m,t) and t’ # t

Breaches in general:
Exist. forgery < selective forgery < universal forgery < total break
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G universiar  Defining the MAC game

DRESDEN

For a MAC 1=(S,V) and adversary A, where (S,V) additionally take k:

m, e M m, ,..Mm

q

<
<

t, < S(kmy) t .1
(m,t)

»
»

A

b
}
b=1 if V(km,t)="yes’ and (mjt) ¢ {(myt;), .., (mg,t;)}

b=0 otherwise

Def: 1=(S,V) is a secure MAC if for all “efficient” A:
Advy.c[Al] = Pr[Chal. outputs 1] < &

" 50 how can we build a

Variations: secure MAC?

Existential forgery may forge tag on a message that eems gibberish
(like, for instance, a random-looking bitstring like a ciphertext or a key...)
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Gy iniersiar Secure MAC from a PRF
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Assume aPRF F:KxX—=2>Y
Define integrity scheme I = (S,V):
* S(k,m) :=F(k,m)

e V(k,m,t) := test t==F(k,m)

Bk
N7

/R : message

tag

)

* |s this a secure integrity scheme?
suppose F is PRF, m given, what is the chance of the adv. to guess s?

AdvyclA 1) =

e What are its downsides?
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Gy niversiar  Security of the simple PRF MAC

DRESDEN

Assume f: X—Y is a random function and 1/|Y]| is negligible

m, € X m, ,.. m,

tl < f(ml) f(mZ) AN f(mq):

(m,t)

<
<

Assume F: Kx X—Y is asecure PRF, construct MAC I..

For every efficient MAC adversary A attacking I, there must be an efficient
PRF adversary B attacking F, s.t.:

AdVyac[A, 1] < Advpg[B, F] + 1/]Y]

What happens if we
' truncate the output?
= I is secure as long as:

* Fisasecure PRF (given), and |Y| islarge (|Y| = 289)
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Eﬁ?\'fe"d?ﬁ%? Interlude: Collision Resistant Hash Functions
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Goal:

Map a message of arbitrary length to a characteristic digest
(fingerprint)

Hash H:M—>S with M ={0,1}" and S={0,1}

* has an efficient algorithm to evaluate H(x)

* isan ,onto” function (surjective, Im(H) = S)

 avoids collision (= maps uniformly to S)

e creates chaos (slight changes in m yield large differences in s)
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Gy unversiiar  Cryptographic Hash Functions
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Further properties / requirements of hash functions for security:

 Compression is irreversible

 Collision resistance
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Gy unversiiar  Cryptographic Hash Functions

DRESDEN

Further requirements to hash functions for security:

* Pre-image resistance
0,1}5

0,17

* 2nd pre-image resistance

pa—

10,1}
{0,1
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Eﬁ?&"&?ﬁﬁ Collision Resistance
DRESDEN

Let H: M — S be a hash function ( |M]|>>[S] )

A collision for H is a pair my, m; € M such that:

H(m,) = H(m,) and my#m,

A function H is collision resistant if for all (explicit) “eff” algs. A:

Adv:[A,H] = Pr[ A outputs collision for H] < €
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Gy unversiiar Brute Forcing Collisions
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Do collisions exist?

Yes.
but it should be hard to find collisions (in polynomial time)

Trivial Collision-Finder (Brute Force) s must be sufficiently large
compute H & {H(m) | for all m € {0,1}5 } j|‘timf)?2ese)d6d
if no collision found compute H(m*) for any m* ¢ {0,1}5

there must be at least one m with H(m) € H such that H(m) = H(m™)
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Eﬁ?&"&?ﬁﬁ Generic Attack on C.R. Hash Function
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Let H: M — {0,1}® be a hash function ( |M]| >>2%)
Generic alg. to find a collision in time 0(2%/2) hashes

Algorithm:

1. Choose 2%/2 random messages in M: My, ..., Mp5/2) (distinct w.h.p)
2. Fori=1,.., 22 compute t =H(m) €{0,1F
3. Lookfora collision (t;=t). If notfound, got back to step 1.

How well will this work?
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Gy unversiiar The Birthday Paradox
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Let ry, .., r, €{1,..,B} be random integers, chosen iid.

BP states: when n=1.2 x B2 then Pr[ dizj: r.= rj] > Vs

B=10° .

08

08
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Eﬁ‘f\'?e"a'éﬁ“ﬁ Generic attack due to the B. P.
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H:M —{0,1}° . Collision finding algorithm:

1. Choose 2%2 random elementsin M:  m,, ..., m,s/2

2. Fori=1,.., 2?2 compute t =H(m) €{0,1}

3. Look for a collision (t;=t). If not found, got back to step 1.

Expected number of iterations until success = .

Running time: O(2"/2) (space O(2"2))
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Eﬁ?\'?a"a'éﬁ“ﬁ The Merkle-Damgard construction

DRESDEN

From short message blocks to arbitrarily long messages...
Given a compression function h : {0,1}*¢ — {0,1}° and
Input m € {0,1}* of length L  and PB: = Fsleo[eie 8| B
Construct H of B= [L/s] iterations of h: | 64 bits

m[3] m[B] I PB

If his a fixed length CRHF, then H is an arbitrary length CRHF
Proof: either M=M‘,  or Hg. (m[B-i])=Hg..(m‘[B-i])

v |
no collision collision on h
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