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Reprise from the last modules

You recall „the basics“
• Threats
• Security Goals
• Security Services
• Adversaries in general

You know historic ciphers and their cryptanalysis

You remember how the security of ciphers is defined, and how it usually is proven

You can explain secure PRGs and stream ciphers

The Feistel network, 3DES and AES are no secret to you and you know operation modes

You know the differences of confidentiality and integrity and schemes to achieve both

You recall secure hashes and the Merkle Damgard construction

You know MACs, and of course the HMAC construction and Keccak (SHA3)
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Module Outline

Some basic background on key agreement

Some basic background on number theory

The discrete logarithm and the Diffie Hellmann key agreement

Factoring and the RSA asymmetric crypto scheme

07.02.2018
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Key Agreement (/ Authentication)

„Key Distribution“:
• Secure Channel

07.02.2018

: message

message

Vorführender
Präsentationsnotizen
Manual key management prone to errors…
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Trusted 3rd Parties/Key Distribution Centers

Key Distribution:
• Pairwise key with KDC („TTP“)
• But what has to be exchanged?

07.02.2018

: message

message

Vorführender
Präsentationsnotizen
Collection of all keys -> N keys to be stored at TTP, each participant needs to store only single key (of TTP), star topologyOnline vs. Offline TTP
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KDC: a Very Simple Protocol

Simple Key Exchange:
• TTP knows / generates all keys
• Eve won‘t break encryption, but Mallory may actively interfere
• …
07.02.2018

Ka Kb

{K}Kb, {K}Ka

{K}Kb

Vorführender
Präsentationsnotizen
Interlude on adversaries and attacks to follow…
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Interlude: The Dolev - Yao Adversary Model

Mallory has full control over the communication channel
• Intercept/eavesdrop on messages (passive)
• Relay messages
• Suppress message delivery
• Replay messages
• Manipulate messages
• Exchange messages
• Forge messages

But:
• Mallory can‘t break (secure) cryptographic primitives!

07.02.2018
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Attacks on Key Agreement

• Man-in-the-middle attack

• Replay attack

07.02.2018

message

Identify/ 
authenticate
parties pro-

actively/externally

Ensure freshness!
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KDC: a Very Simple Protocol

Simple Key Exchange:
• TTP knows / generates all keys
• Eve won‘t break encryption, but Mallory may actively interfere
• So what could possibly go wrong??
07.02.2018

Ka Kb

{K}Kb, {K}Ka

A, {K}Kb
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Impersonation / MitM – Step 1

07.02.2018

{K}Kd, {K}Ka

A,{K}Kd
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Impersonation / MitM – Step 2

07.02.2018

„A“, {K‘}Kb

{K‘}Kd, {K‘}Kb

Vorführender
Präsentationsnotizen
But we also want to know the key {K}!
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Impersonation / MitM - Result

• Hence: Prevent MitM/replay -> authenticated key exchange
• -> Authenticate both parties (requires trust in KDC)
• -> ensure „freshness“ of messages
• (and exchange a key…)
07.02.2018

K K‘
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Needham Schroeder Key Exchange

• Both prove that they know key K (premise: requires Ka or Kb => A/B/KDC)
• Impersonation/MitM prevented by explicit addressing (Alice and Bob)
• Replay prevented by nonces

• If Mallory has broken old key, she can impersonate Alice (potentially prevented
by timestamps)

07.02.2018

{Na,K,B,{K,A}Kb}Ka

{K,A}Kb

Ka Kb

{Nb}K

{Nb-1}K

Vorführender
Präsentationsnotizen
Wenn Mallory K bricht kann sie sich in Zukunft als Alice authentisieren, in dem sie {K,A}_Kb an Bob schickt, er schickt {N_b} zurück, mit K kann Mallory {N_b-1}K berechnen und damit „als Alice“ antworten…  Timestamps…
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Key Agreement

Don‘t exchange keys, calculate them!

Goal:
Exchanged information should be public

Initial idea (due to Merkle, ’74):
• Alice creates 232 puzzles (containing index Pi and key) (O(n))
• Alice shuffles them and sends them to Bob
• Bob selects random puzzle, „calculates“ index Pj and key (O(n))
• Bob informs Alice of Pj, both know key.

What is the complexity for Mallory? O(n²)

07.02.2018

Ralph Merkle, Martin Hellman, Whitfield Diffie

P3 <key>

P1 <key>

P2 <key>...

Vorführender
Präsentationsnotizen
Puzzle: j € 1..n:  Line j:    H(keyi || Pi) or E((keyi || Pi)But j ≠ i Guess pre-image / break encryption to assess iAlice: prepare n puzzlesBob: break one puzzleMallory: brean n puzzles  n²A, B have quadratic advantage over M, desirable to have polynomial advantage!
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A little background…

We‘ll use n ∈ ℕ to denote any positive integer, p to denote a prime

Definition:
We say „a divides n“ (or write: a | n),    if there exists an integer k, 
such that:  k ⋅ a = n

Basic rules apply: 
a | b   and b | c  ==>  a | c (transitivity)
a | b   ==>  c ⋅ a  | c ⋅ b 
a | b and a | c ==> a | x ⋅b + y ⋅ c  for all x,y
…

07.02.2018

Vorführender
Präsentationsnotizen
Transitivitya divides b -> c*a | c*b, we can simply factor c out a divides any linear combination of b and c…
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Euclidian Division, Equivalence Classes

Given integers a,b ∈ ℕ (b ≠ 0); there exist integers q,r (0 ≤ r < b) such 
that: a = q ⋅ b + r

Typically: r = a (mod b) (a % b)
q = ⌊ a / b ⌋

Definition:
If for three integers a, b, n it holds that: a % n = b % n 

or: n |  ( a – b )
we call a,b congruent modulus n (or write: a ≡ b (mod n) )

==> there exists an integer k such that: a – b = k⋅ n
07.02.2018

Vorführender
Präsentationsnotizen
r is remainder of the integer division of a and b, or „residue“q is the integer factor
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Modular Arithmetics

Expected math works ;-)
• a ≡ a (mod n)
• a (mod n) = b (mod n) ==>   a ≡ b (mod n)
• a ⋅ (b + c)  (mod n)  = (a ⋅ b) + (a ⋅ c)   (mod n)

We‘ll use ℤn to denote the set of residues (or: equivalence classes) {0,1,…,n-1} 
(We use „a+b in ℤn“ and „a + b (mod n)“ interchangeably)

Equivalence classes in n:
[a]n = {k ∈ ℤn| k ≡ a (mod n))

And expected maths work, again:
[a]n + [b]n = [ a + b ] n
[a]n ⋅ [b]n = [ a ⋅ b ] n

Btw: a9 (mod n) = a ⋅ ((( a2 (mod n) )2 (mod n) )2 (mod n)

07.02.2018

Vorführender
Präsentationsnotizen
(3) Distributive law holdsa9 (mod n) -> may yield very large interemediate results, which can be avoided by iterative exponentiation≠≤ ℕℤ∈ ℕ 
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Greatest Common Divisor

Definition:
For x,y ∈ ℕ: d = gcd(x,y) is called the greatest common divisor, 
if d | x    and d | y        and for all divisors s of x and y:       s | d

Examples:
gcd(5,3) = 1; gcd(12,18) = 6; gcd(13,26) = 13

If gcd(x,y) = 1 we call x and y coprime (relatively prime)

For all x,y ∈ ℕ there exist integers a,b such that:

a ⋅ x + b ⋅ y  = gcd(x,y)

07.02.2018

Vorführender
Präsentationsnotizen
gcd(12,18) = 2*12 + (-1) * 18 = 6gcd(5,72) = 29*5 + (-2)*72 = 1The gcd can be expressed as a linear combination of the two numbers, with integer factors
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(Extended) Euclidian Algorithm

gcd(x,y) can efficiently be computed using the algorithm of Euclid:

„If CD does not measure AB, then, when the less of the
numbers AB and CD being continually subtracted from the greater, some 
number is left which measures the one before it.“

More efficient algorithm directly takes
the residue of the integer division of
AB and CD…

"[The Euclidean algorithm] is the granddaddy of all 
algorithms, because it is the oldest nontrivial algorithm 
that has survived to the present day."
- Donald Knuth, The Art of Computer Programming

07.02.2018

source: wikimedia

Vorführender
Präsentationsnotizen
44 mod 12 = 812 mod 8 = 48 mod 4 = 0
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(Extended) Euclidian Algorithm

gcd(x,y) can efficiently be computed:
def gcd(x,y):

# 0 < x < y
while (x > 0):

g = x
print y, x, y/x, y%x
x = y % x
y = g

print g

Extending the algorithm, we can determine the factors a and b:
1 = 

07.02.2018

>>> gcd(5,72)
72 5 14 2
5 2 2 1
2 1 2 0
1

5 - ( 2 ⋅ 2 ) = 5 – (( 72 – 14 ⋅ 5) ⋅ 2) = 29 ⋅ 5 + (- 2) ⋅ 72

Vorführender
Präsentationsnotizen
1= 5 – (2*2)  (integer factor2 = 72 -14*5gcd(99,115)99 115 116 99 63 16 511 = 16 – 3*5  | 3 = 99-6*161 = 16 – (99-6*16)*5  | 16 = 115 – 991 = (115-99) – (99 – 6*(115-99))*51 = 115 – 99 – 5*99 + 30*115 – 30*991 = 31*115 – 36*99
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Modular Inversion

Over the rationals, inverse of 2 is  ½ .      What about ℤn?

Definition:
The inverse of x in ℤn is an element y in ℤn s.t.:

x ⋅ y  =  1 in ℤn

y is denoted x-1 (x is y-1)

Claim: x in ℤn has an inverse x-1 iff gcd(x,n) = 1 
gcd(x,n)=1 ⇒ ∃ a,b:   a⋅x + b⋅n = 1  note: b ⋅ n = 0 inℤn

⇒ a⋅x = 1 in ℤn

We’ll use ℤn* to denote the set of invertible elements in ℤn

Note: ℤp* = ℤp \ {0} = {1,2,3,…, (p-1)}

07.02.2018

Vorführender
Präsentationsnotizen
p being prime, p is also co-prime with all other positive integers smaller than pEasy to see: equivalence classes of all multiples of x in ℤn  are multiples of gcd(x,n), so if gcd(x,n) > 1 then the multiples are in 		{0, gcd(x,n), (2  gcd(x,n)), …, ((n-1)  gcd(x,n))} 
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Fermat, Primes, and Modular Inversion

Fermat‘s theorem:
∀ x ∈ ℤp* :     xp-1 =  1  in ℤp*

Example: p=5 34 = 81     = 1    in ℤ5

Another (less efficient) way to determine x-1 :
x ∈ ℤp*       ⇒ xp-1 =  1       ⇒ x ⋅ xp-2 =  1       ⇒ xp-2 = x-1

One application is testing for primality:
1. choose random integer p ∈ [  21024 ,  21025-1 ]
2. if 2p-1 = 1   in ℤp* output p, else go back

Chance that p is not prime is roughly 2-60 

Simple algorithm, better algorithms exist

07.02.2018
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The structure of ℤn* 

Given that
∃ g∈ ℤn* such that    {1, g, g2, g3, …, ga-1} = ℤn* 

• ℤn* is called a cyclic group and
• g is called a generator of ℤn* 

⇒ gi generates a looping sequence {1,….}

The number of elements of this group <g> is its order:
ordn (g) = | <g> | = the smallest a s.t. ga = 1 in ℤn* 

Note: Lagrange showed that ∀g ∈ ℤp*:  ordp (g) | p-1

Vorführender
Präsentationsnotizen
1, g, g2, g3, …, gp-2 	not necessarily in this order… φ
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Examples of <g>: ord7(3) = 6

Z7 = {1,2,3,4,5,6}

30 = 1
31 = 30 ⋅ 3 = 3
32 = 31 ⋅ 3 =   9 ≡ 2 mod 7
33 = 32 ⋅ 3 =   6
34 = 33 ⋅ 3 = 18 ≡ 4 mod 7
35 = 34 ⋅ 3 = 12 ≡ 5 mod 7

36 = 35 ⋅ 3 = 15 ≡ 1 mod 7
…

*

36 ≡ 1 mod 7  order 3 = 6  3 generates ℤ7*

x

y = 3x mod 7

0 1 2 3 4 5 6 7 8 9 10 11 12
0

1

2

3

4

5

6

Vorführender
Präsentationsnotizen
≠≤ ℕℤ∈ ℕ 
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Example of <g>: ord7(2) = 3

Z7 = {1,2,3,4,5,6}

20 = 1
21 = 20 2 = 2
22 = 21 2 = 4

23 = 22 2 =   8 ≡ 1 mod 7
24 = 23 2 =   2
25 = 24 2 = 4

26 = 25 2 =   8 ≡ 1 mod 7
…

23 ≡ 1 mod 7  order 2 = 3  2 does not generate ℤ7*

*

y = 2x mod 7

x
0 1 2 3 4 5 6 7 8 9 10 11 12

0

1

2

3

4

5

6
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Euler‘s Phi function

Let ϕ(n) (Euler‘s Phi function) denote the number of elements in ℤn*:
ϕ (n) = | ℤn* |

Euler generalized Fermat’s theorem to:
∀ x ∈ ℤn* :      x

ϕ(n)
=  1    in ℤn*

For prime p:
ϕ(p)  = p-1 (so the number of elements in ℤp* is p-1)

For primes p,q, and n=p⋅ q:
ϕ(n)  = n - p - q + 1 = pq - p - q + 1 = (p-1) (q-1)

(calculating ϕ(n) requires factors p,q; factoring is considered hard)
07.02.2018

Vorführender
Präsentationsnotizen
⇒n=12 -> ϕ (n) = 4 (1,5,7,11) ; x4 =  1:   54 = 625 = 52*12 + 1; 74 = 2401 = 200*12 + 1…
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The Discrete Logarithm Problem

Discrete logarithm:
Let ℤp* be a cyclic group and integer g be a generator, then

∀ y ∈ ℤp*: ∃ x:  0 ≤ x ≤ p-2 s.t. 
gx mod p = y

x is called the discrete logarithm of y to base g mod p (or „in ℤp*”);
x = logg y (mod p)

07.02.2018
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Discrete Logarithm for p = 229, g = 6

x

y = log6 x mod 229

50 100 150 200

50

100

150

200
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Hardness of DLOG

Formally: 
DLOG is considered a hard problem if for all eff. alg. A:

PRg⟵G, x ⟵ℤp*[A(G,p,g, gx) = x] ≤ ε

DLOG currently is considered a hard problem (NP ∩ BQP) 
in ℤp* for large p (and in elliptic curve groups mod p)

07.02.2018

Vorführender
Präsentationsnotizen
BQP - > Bounded-error quantum polynomial
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Computing DLOG

Best known algorithm is the general number field sieve (GNFS)

GNFS finds DLOG of b-bit number in      𝑂𝑂(exp(3 𝑏𝑏⋅ 𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙(𝑏𝑏)))

Key lengths (considered equivalent)
elliptic curve

Cipher key length modulus size group size
80 bits 1024 bits 160 bits
128 bits 3072 bits 256 bits
256 bits 15360 bits 512 bits

…transition from ℤp* to elliptic curve groups

07.02.2018

Vorführender
Präsentationsnotizen
 𝑂 ( 3 𝑛)  O-tilda („soft-O“) ignores additional logarithmic factors -> O(g(n)*log(g(n)) =  𝑂 (𝑔 𝑛 )Best algorithm to break elliptic curves in O(2(n/2))  hence twice as long as AES
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Back to Keys: Diffie-Hellman(-Merkle)

Consider ℤp* generated by g, and ϕ(p) = p-1

Alice chooses a ⟵ {1,…,(p-1)}, Bob chooses b ⟵ {1,…,(p-1)}

Alice can calculate: (gb)a =      gab =       Bob calculates: (ga)b

Side note Elliptic Curve DH (on the black board)

07.02.2018

ga

R R

gb

Vorführender
Präsentationsnotizen
private key d (a randomly selected integer in the interval [1 , n − 1]) and a public key Q (where Q = d G, adding G together d times)Alice computes ( x k , y k ) = dA QB. Bob computes ( x k , y k ) = dB QA dA QB = dA dB G = dB dA G = dB QAMultiplication (consecutive addition) is simple, but DIVISION is difficult!

http://images.google.com/imgres?imgurl=http://www.satirinstitute.org/img/setk_key_icon.png&imgrefurl=http://www.satirinstitute.org/congruence.php&usg=__PGC9G8JpBTSEXFRegxg57DZH3FM=&h=170&w=170&sz=3&hl=de&start=19&um=1&tbnid=Fmdpmf0yiPYLOM:&tbnh=99&tbnw=99&prev=/images?q=key+icon&ndsp=21&hl=de&rls=com.microsoft:de:IE-SearchBox&rlz=1I7SNYK&sa=N&um=1
http://images.google.com/imgres?imgurl=http://www.satirinstitute.org/img/setk_key_icon.png&imgrefurl=http://www.satirinstitute.org/congruence.php&usg=__PGC9G8JpBTSEXFRegxg57DZH3FM=&h=170&w=170&sz=3&hl=de&start=19&um=1&tbnid=Fmdpmf0yiPYLOM:&tbnh=99&tbnw=99&prev=/images?q=key+icon&ndsp=21&hl=de&rls=com.microsoft:de:IE-SearchBox&rlz=1I7SNYK&sa=N&um=1
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Security of DH

Eve sees: p, g, A (== ga mod p), B (== gb mod p)

How does she compute gab mod p?

Computational Diffie Hellmann Problem (CDH (ECDH) ):
• Given p, g, ga, gb Curve, G, QA, QB

• Output gab dB dA G

07.02.2018

Vorführender
Präsentationsnotizen
Alice: A= g^a -> MitM A‘ = g^a‘ -> Bob..MitM has key pair, one with Alice, one with Bob
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Modular e‘th roots

Let p be a prime and c ∈ ℤp :

Definition:
x ∈ ℤp s.t. x e = c in ℤp is called the e‘th root of c

Examples: 7 1/3 = 6 in ℤ11

3 1/2 =  5 in ℤ11

1 1/3 = 1 in ℤ11

But: 2 1/2 does not exist in ℤ11 :

07.02.2018

0 0

1 1

2 4

3 9

4 5

5 3

6 3

7 5

8 9

9 5

10 1

Vorführender
Präsentationsnotizen
17, 18, 20	ϕ (n)≠	⇒≤	ℤp ℕℤ∈ ℕ ⟶ ∀∃
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Some times it works…

When does c 1/e exist ?
Can we compute it efficiently?

The easy case: suppose gcd (e, n-1) = 1 in ℤp

Then for all c in ℤp : c 1/e exists in ℤp and can easily be computed

Proof: let d = e -1 in ℤp-1 , then:  c 1/e = c d in ℤp :

d ⋅ e = 1 in ℤp-1 ⇒ ∃ k in ℤp-1:      d ⋅ e      =      k ⋅ (p-1) +1

⇒ (cd)e =  cde =  c k ⋅ (p-1) +1 =  (c (p-1) ) k ⋅ c    =   1 k ⋅ c     =   c in ℤp

07.02.2018

Vorführender
Präsentationsnotizen
Efficient exponentiation to large powers can be done using the repeated squaring algorithmMore about calculation in large numbers and ist complexity in boneh ‘15
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Some it doesn‘t

If n is an odd prime (p), then:
∃ a in ℤp : gcd(a,p-1) ≠ 1 (e.g. a = k*2, k in N)

⇒ some roots don’t exist

And more general: 
Let N be a composite number and e>1
Does c 1/e exist in ℤn and can we compute it efficiently?

⇒ can be answered having the prime factors of N (gcd, EEA, above):

For ℤp we knew: (cd)e =    c       if     d ⋅ e = 1 in ℤp-1 (Fermat: (c (p-1) ) = 1 in ℤp)

With Euler, we knew: c
ϕ(n)

=  1    in ℤn*          and      ϕ(n) = (p-1) (q-1)

hence: (cd)e  =    (c ϕ(n)) k ⋅ c    =   1 k ⋅ c =     c     if    d ⋅ e = 1 in ℤϕ(n)

So for all elements with an inverse in ℤn we can easily extract the root!
07.02.2018

Vorführender
Präsentationsnotizen
	ϕ (n)≠	⇒≤	ℤp ℕℤ∈ ℕ ⟶ ∀∃
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Factoring (prime decomposition)

Theorem: all integers > 1 are either prime or a product of primes.

Factoring:
Consider set of integers ℤ(2)(n)= { N=pq, where p,q are n-bit primes} 

Task: Find the prime factors (p and q) of a random N in ℤ(2)(n)

Best known algorithm (NFS): exp( �𝑂𝑂(3 𝑛𝑛)) for n-bit integers

Current world record: RSA-768 (232 digits) (200 machine years)

Consumed enough energy to heat to boiling point 2 olympic pools…
(Breaking RSA-2380 equivalent to evaporating all water on earth)

07.02.2018

Lenstra, Kleinjung, Thomé
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Back to Crypto!

Goal:
Direct asymmetric encryption
⇒ public key, instead of key-agreement

Ronald L. Rivest, Adi Shamir, Leonard M. Adleman: A Method for Obtaining Digital 
Signatures and Public-Key Cryptosystems. Communications of the ACM, vol. 21, no. 2, 
1978, 120-126.

07.02.2018

Public key pk

message m

E
c=E(pk,m)

D

m=D(k,c)

Secret key sk

Ron Rivest, Adi Shamir, Leonard Adleman

Vorführender
Präsentationsnotizen
φ
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http://images.google.com/imgres?imgurl=http://wjedfoundation.org/graphics/letter_icon-wh.jpg&imgrefurl=http://wjedfoundation.org/seats.html&usg=__NYFuFhc_BjeTycc8vpdaLN6OhqY=&h=142&w=137&sz=18&hl=de&start=29&um=1&tbnid=ShBpaeHi74csHM:&tbnh=94&tbnw=91&prev=/images?q=letter+icon&ndsp=21&hl=de&rls=com.microsoft:de:IE-SearchBox&rlz=1I7SNYK&sa=N&start=21&um=1
http://images.google.com/imgres?imgurl=http://www.satirinstitute.org/img/setk_key_icon.png&imgrefurl=http://www.satirinstitute.org/congruence.php&usg=__PGC9G8JpBTSEXFRegxg57DZH3FM=&h=170&w=170&sz=3&hl=de&start=19&um=1&tbnid=Fmdpmf0yiPYLOM:&tbnh=99&tbnw=99&prev=/images?q=key+icon&ndsp=21&hl=de&rls=com.microsoft:de:IE-SearchBox&rlz=1I7SNYK&sa=N&um=1
http://images.google.com/imgres?imgurl=http://wjedfoundation.org/graphics/letter_icon-wh.jpg&imgrefurl=http://wjedfoundation.org/seats.html&usg=__NYFuFhc_BjeTycc8vpdaLN6OhqY=&h=142&w=137&sz=18&hl=de&start=29&um=1&tbnid=ShBpaeHi74csHM:&tbnh=94&tbnw=91&prev=/images?q=letter+icon&ndsp=21&hl=de&rls=com.microsoft:de:IE-SearchBox&rlz=1I7SNYK&sa=N&start=21&um=1
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RSA – The core idea

Observation 1:
• For large primes p and q, n = p ⋅ q is simple
• Factoring n to p and q is hard

Observation 2:
• Given p,q, finding e,d, s.t.  𝑥𝑥𝑒𝑒𝑑𝑑 = 𝑥𝑥𝑒𝑒⋅𝑑𝑑 = 𝑥𝑥1 in ℤn* is simple
• Extracting the e-th root in ℤn is hard

Assumption: RSA is a one-way permutation:
For all eff. algs. A: 

PR[ A(N,e,y) = y 1/e] ≤ ε
with p,q ← n-bit primes, n ← pq, y ← ℤN*

Vorführender
Präsentationsnotizen
Extract the e‘th root
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RSA – Key Generation

Each participant
• Chooses two independent, large random primes p, q
• Calculates N = p ⋅ q and φ (N) = N-p-q+1 = (p-1)(q-1)
• Chooses random e, with 2 < e < φ (N), gcd(e, φ(N)) = 1
• And calculates d such that e ⋅ d = 1 mod (φ (N))

Subsequently:
Store (p,q,d) (as secret key sk)
Publish (N,e) (as public key pk)

07.02.2018
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RSA – Encryption and Decryption

Permute („Encryption“)
Given pk = (N,e):
RSA ( pk, m ): ℤN* ⟶ℤN* ;     c = RSA(e,m) = me (in ℤN)   

Invert (“Decryption”)
Given sk (p,q,d):
m = RSA-1 (pk, c) = c 1/e = cd = RSA(d,c) (in ℤN) 

cd =  RSA(m)d = med = mkϕ(N)+1
=  (mϕ(N))k 

⋅ m = m

Bonus: „Signing“ a message
Given sk (p,q,d):
tag = RSA-1 (pk, h(m)) = RSA(d,h(m))

07.02.2018
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Security against eavesdropping

Def: E = (G,E,D) is sem. secure (IND-CPA) if for all efficient A:

AdvSS [A,E] = | PR[Exp(0)=1] – PR[Exp(1)=1] | ≤ ε

Symmetric crypto: One-time vs. many time security
Asymmetric crypto: Always many time (adversary has PK)

Public key encryption must be randomized (non-deterministic)
07.02.2018

Chal.b Adv. A

(pk,sk)←G()
m0 , m1  ∈ M :    |m0| = |m1|

c ← E(pk, mb) b’ ∈ {0,1}
EXP(b)

pk

Vorführender
Präsentationsnotizen
39, 41,
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„Homomorphic property“ of RSA

Assume m = m1⋅ m2
⇒ RSA(m) = RSA(m1) ⋅ RSA(m2)

Suppose  k  is 64 bits:   k ∈ {0,…,264}.     Eve sees:    c= ke in  ZN

If    k = k1⋅k2 where   k1, k2 < 234 (prob. ≈20%) then    c/k1
e = k2

e in  ZN

Step 1:   build table:   c/1e, c/2e, c/3e, …, c/234e .   time:  234

Step 2:   for  k2 = 0,…, 234 test if  k2
e is in table.   time: 234

Output matching   (k1, k2).      Total attack time:   ≈240  << 264

p = 3, q = 11 ⇒ N = 33; e = 7 ⇒ d = 3
m = 15    ( = 5 ⋅ 3)

RSA(15) = 157 mod 33 = 27
RSA(5) ⋅ RSA(3) 

= 57 mod 33 ⋅ 37 mod 33 
= 14 ⋅ 9     mod 33
= 27

Web
Browser

Web
Server

CLIENT HELLO

SERVER HELLO (e,N)
d

c=RSA(k)

Vorführender
Präsentationsnotizen
The ssl example  -- meet in the middle attackOne conclusion: don‘t take primes that are similar in length and use ISO standard!	ϕ (n)≠	⇒≤ ≥	ℤp ℕℤ∈ ℕ ⟶ ∀∃
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AE – Chosen Ciphertext Security

E = (G,E,D) public key encryption over (M,C). Exp (b=0,1):

Def.: E is CCA secure (IND-CCA) if for all efficient A:
AdvCCA[E,A] = | PR[Exp(0)=1] – PR[Exp(1)=1] |< ε

07.02.2018

b

Adv. AChal.

(pk,sk)←G()

b’ ∈ {0,1}

challenge: m0 , m1  ∈ M :    |m0| = |m1|

c ← E(pk, mb)

pk

CCA phase 1: ci ∈ C 

mi ← D(k, ci)

CCA phase 2: ci ∈ C  :     ci ≠ c

mi ← D(k, ci)

Vorführender
Präsentationsnotizen
Security against active attacks; Assume encryption is malleable – Simple example: encrypted delivery to mailserver, mailserver decides upon email address, to whom to deliver emailGiven malleability, attacker could tamper message and change recipient to „attacker@gmail.com“…



Privacy and Security Folie Nr. 46

AE – IND-CCA and malleability

Claim: 
E cannot be IND-CCA if it is malleable

Simple example, suppose:    to: caroline, body ⟶ to: attacker, body

07.02.2018

Adv. Ab Chal.

(pk,sk)←G()

b

chal.: (to:caroline,  0) ,  (to:caroline,  1)

c ← E(pk, mb)

pk

CCA phase 2:   c’ =                                 ≠c

m’ ← D(sk, c’ )
(to: attacker,  b)

(to: attacker,   b)

c
(to: caroline,  b)
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RSA – Encryption and Decryption

Encryption
Given pk = (N,e):
RSA ( pk, m ): ℤN* ⟶ℤN* ;     c = RSA(e,m) = me (in ℤN)   

Decryption 
Given sk (p,q,d):
m = RSA-1 (pk, c) = c 1/e = cd = RSA(d,c) (in ℤN) 

cd =  RSA(m)d = med = mkϕ(N)+1
=  (mϕ(N))k 

⋅ m = m

Bonus: Signing a message
Given sk (p,q,d):
tag = RSA-1 (pk, h(m)) = RSA(d,h(m))

07.02.2018
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Public key encryption

A public-key encryption system is a triple of algorithms  (G, E, D):

• G():   randomized alg. outputs a key pair    (pk,  sk)

• E(pk, m):  randomized alg. that takes  m ∈ M and outputs c ∈ C

• D(sk,c): det.  alg. that takes  c ∈ C and outputs m ∈ M or ⊥

Correctness:    ∀(pk,  sk) output by G :    

∀m∈M:     D(sk,  E(pk, m) ) = m
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Reminder: Trapdoor Functions (TDF)

Def:   a trapdoor func.  X⟶Y  is a triple of efficient algs.   (G, F, F-1)

G():   randomized alg. outputs a key pair    (pk,  sk)

F(pk,⋅):   det. alg. that defines a function    X ⟶ Y

F-1(sk,⋅):    defines a function    Y ⟶ X    that inverts   F(pk,⋅)

More precisely:    ∀(pk,  sk) output by G     

∀x∈X:     F-1(sk,  F(pk, x) ) = x

07.02.2018

Vorführender
Präsentationsnotizen
Trapdoor permutation: X -- > X
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Incorrect Encryption with S-TDF

Never encrypt by applying F directly to plaintext:

Deterministic:    cannot be semantically secure

This leads us to: textbook RSA is only a 
malleable, deterministic trapdoor permutation!

07.02.2018

E( pk, m) :
output    c ⟵ F(pk, m)

D( sk,  c ) :
output   F-1(sk, c)
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Public key encryption using S-TDF (ISO)

• (G, F, F-1): secure TDF   X ⟶ Y       

• (Es, Ds) :   symmetric auth. encryption defined over (K,M,C)

• H: X ⟶ K   a hash function

07.02.2018

E( pk, m) :
x ⟵ X,    y ⟵ F(pk, x)
k ⟵ H(x),  c ⟵ Es(k, m)
output   (y, c)

D( sk, (y,c) ) :
x ⟵ F-1(sk, y),
k ⟵ H(x),  m ⟵ Ds(k, c)
output   m

R

y=F(pk, x) Es( H(x),  m )

header body
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Hybrid Crypto System

07.02.2018

Private key
kd,B

Public key
ke,B

secret key (session key) 
kA,B

E

E

D

D
Message

m
Message

m = D(kA,B, c2)
c2

c1

c1, c2
c1 = E(ke,B,kA,B), c2 = E(kA,B,m) 

kA,B = D(kd,B, c1)
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Quick Refresher

Symmetric crypto requires key exchange
-> key exchange protocols, (trusted) key distribution centers

Alternative: key agreement
-> A,B exchange information to agree on secret hard to guess for M
-> Merkle puzzles
-> Diffie Hellman key agreement (DLOG)

No detour: Public key cryptography
-> Algorithms G,E,D ; H; E(pk,m); D(sk,c)
-> RSA

07.02.2018
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Secure RSA (ISO)

(Es, Ds):   symmetric enc. scheme providing auth. encryption.
H:  ZN → K   where  K is key space of (Es,Ds)

G():    generate RSA params:     pk = (N,e),    sk = (N,d)

E(pk, m): (1) choose random x in ZN

(2)  y ← RSA(x) = xe ,   k ← H(x)

(3) output    (y ,  Es(k,m) )

D(sk,  (y, c) ):    output  Ds( H(RSA-1 (y)) ,  c)

… in reality, however…

07.02.2018
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PKCS1 v1.5

Public Key Cryptography Standard (RSA Labs) for RSA encryption

EM =     0x00  0x02  …      PS      …     FF      m

PS: random non-zero octets

E(pk,m) = RSA(EM)

Widely used, e.g.
HTTPS (exchange
pre-master secret):
07.02.2018

16 bit ≥ 8 Octetts

RSA modulus size

ClientWeb
Server

d

ciphertextc=
c

yes: continue
no: error

Is this
PKCS1?

02
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Bleichenbacher Attack on PKCS1 v1.5

Attacker can test if 16MSBs of M are „0x00 0x02“
Recall homomorphic multiplication…

Dan Boneh‘s „Baby Bleichenbacher“ attack:
Suppose N is   N = 2n (an invalid RSA modulus).    Then:

Sending    c    reveals    msb( m )
Sending   2e⋅c = (2m)e  in ZN reveals   msb(2x mod N) = msb2(m)
Sending   4e⋅c = (4m)e in ZN reveals   msb(4x mod N) = msb3(m)
… and so on to reveal all of m

07.02.2018
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PKCS1 v1.5 defenses

RFC 5246 (HTTPS):
-> always continue with protocol (in encrypted domain with

submitted or random pre-master secret), may fail later…

-> PKCS1 v2.0: OAEP
H,G „random oracles“

07.02.2018

H+

G +

X Y

rand.msg 01 00..0

Vorführender
Präsentationsnotizen
OAEP derivatives of Feistel networks.Random oracle -> secure one-way permutation, in reality SHA-256Optimal Asymmetric Encryption Padding (optimal since it has only a single modulus size as output, which is as short as can be; as compared to ISO which encrypts key first and appends the additional information)
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RSA in Reality (low public exponent)

Avoid costly exponentiation by repeated squaring algorithm
Suppose  x = 53 = (110101)2 = 32+16+4+1

Then:    g53 = g32+16+4+1 = g32⋅g16⋅g4⋅g1

g ⟶ g2 ⟶ g4 ⟶ g8 ⟶ g16 ⟶ g32 g53

To speed up RSA encryption use a small   e:        c = me (mod N)

Minimum value:   e=3 ( gcd(e, ϕ(N) ) = 1)

“Recommended value”:   e=65537=216+1

Encryption:  17 multiplications

Yields asymmetry of RSA: fast enc. / slow dec.
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Encryption from DH: ElGamal

Two families of public-key encryption schemes:

Above:   based on trapdoor functions  (such as RSA)
• Schemes:    ISO standard, PKCS1 v1.5, OAEP+,    …

To follow:   based on the Diffie-Hellman protocol
• Schemes:    ElGamal encryption and variants  (e.g. used in GPG)

Security goals:      chosen ciphertext security

07.02.2018
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Recall the Diffie-Helman Protocol

Fix a finite cyclic group  G    (e.g G = (Zp)*  )   of order  n

Fix a generator g  in  G      (i.e.   G = {1, g, g2, g3, … , gn-1 }  )

07.02.2018

Alice Bob
choose random a in {1,…,n} choose random b in {1,…,n}

kAB = gab =   (ga)b = AbBa =       (gb)a =

A = ga

B = gb
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ElGamal: PKC from Diffie-Helman

Fix a finite cyclic group  G    (e.g G = (Zp)*  )   of order  n

Fix a generator g  in  G      (i.e.   G = {1, g, g2, g3, … , gn-1}  )

07.02.2018

Alice Bob
choose random a in {1,…,n} choose random b in {1,…,n}

A = ga

B = gb

Treat as a 
public key

ct = [ ,                                       ]
compute  gab = Ab ,
derive symmetric key k ,
encrypt message m with k

To decrypt:
compute  gab = Ba ,
derive k,  and decrypt
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The ElGamal System (modern)

G:   finite cyclic group of order n 
(Es, Ds) :   symmetric auth. encryption defined over (K,M,C)
H: G2 ⟶ K   a hash function

Construct a pub-key encryption system (Gen, E, D):
Key generation Gen:    

• choose random generator  g in G     and    random   a in Zn

• output    sk = a     ,     pk = (g, h=ga )

07.02.2018

E( pk=(g,h),  m) :
b ⟵ Zn ,  u ⟵ gb ,  v ⟵ hb

k ⟵ H(u,v) ,  c ⟵ Es(k, m)
output   (u, c)

D( sk=a, (u,c) ) :
v ⟵ ua

k ⟵ H(u,v) ,   m ⟵ Ds(k, c)
output   m

R
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Semantic security of ElGamal

G:   finite cyclic group of order n 

Comp. DH  (CDH)  assumption holds in G if:     g,  ga ,  gb ⇏ gab

for all efficient algs.  A:
Pr [ A(g, ga, gb ) = gab ] < ε

where    g ⟵ {generators of G} ,      a, b ⟵ Zn

Hash DH (HDH) assumption holds for G and H: G2 ⟶ K if:

(g,  ga,  gb ,  H(gb,gab) ) ≈p   (g,  ga,  gb ,  R )

where    g ⟵ {generators of G} ,      a, b ⟵ Zn   ,  R ⟵ K
07.02.2018

Vorführender
Präsentationsnotizen
H acts as an extractor:   strange distribution on G2   ⇒  uniform on K
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Proof idea of semantic security: 

07.02.2018

≈p

≈p

≈p

chal. adv. A

pk,sk
m0 , m1

gb,  Es(H(), m0)

b’≟1

pk = (g,ga)

chal. adv. A

pk,sk
m0 , m1

gb,  Es(H(), m1)

b’≟1

pk = (g,ga)

chal. adv. A

pk,sk
m0 , m1

gb,  Es(k, m0)

b’≟1

pk = (g,ga)

k←K

chal. adv. A

pk,sk
m0 , m1

gb,  Es(k, m1)

b’≟1

pk = (g,ga)

k←K

(gb , gab)

(gb , gab)

≈p

Vorführender
Präsentationsnotizen
E is a secure symmetric cipher -> we know that E(k,m) is SS, if k is chosen at randomWe know that H() is a secure hash, the output „looks“ random
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Intermediate Summary of AE

Using One-Way functions for asymmetric encryption:
• f: X ⟶ Y and efficient algorithm to evaluate  f(⋅),  but
• Inverting f is hard
• Trapdoor one-way function: inverting feasible w/ trapdoor information

One-Way functions seen in class:
• DLOG one-way function:

• With g being generator of cyclic group G
• f: ℤN ⟶ G : f(x)  =  gx ∈ G
• DLOG hard in G ⇒ f is one-way

• RSA one-way function:
• N=p ⋅ q    (p,q large primes),         integers e,d:     e⋅d = 1   (mod ϕ(N) )
• f: ℤN* ⟶ℤN*  : f(x) =  xe in ℤN* ⟶ℤN*
• F is one-way under RSA assumption, and f has a trapdoor

07.02.2018
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Summary

You recall the key exchange problem

You can give simple examples of Dolev-Yao adversaries

You understand the idea of key agreement and Merkle puzzles

You recall the basics of modular arithmetics, gcd, and φ (N)

You can explain the DLOG problem and why it is hard

The Diffie-Helman key agreement is easy for you

You know prime decomposition and the factoring problem

You can explain asymmetric (and hybrid) crypto

You know textbook RSA, you can show that it‘s not secure and how to make it secure

You know ISO encryption and PKCS1 v1.5, and of course ElGamal and its security

07.02.2018
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