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Introduction and motivation 
The Coming Data Avalanche — And How we’ll Handle it [Rog16]

Potentials and problems of cloud computing 
— By 2020, cloud providers will sell more computing power than in-house 

data center manufacturers — Gartner 2018 [Man18]. 

— Growth rates of cloud computing of up to 30% worldwide in 2016 lead to a 
steady concentration of computing resources — IDC [IDC16]. 

— The energy needs of US data centers grew by approximately 24% between 
2010 and 2014 — DoE [DoE16]. 

An approach to reduce the data centres energy consumption 
— Amazon [Ama17a], IBM [IBM15a] and Microsoft [Put+14] - the world's leading 

data center operators - deploy Field Programmable Gate Arrays (FPGAs) at 
the application level in various cloud services. 

— Reconfigurable hardware for the acceleration of applications is a key 
technology for many companies — Forbes [Rog16].

IN ASSOCIATION WITH:

THE COMING DATA AVALANCHE
– AND HOW WE’LL HANDLE IT

HOW INCREASES IN DATA AND INTEL’S ACQUISITION OF
ALTERA WILL IMPACT THE SEMICONDUCTOR INDUSTRY

[Rog16] Bruce Rogers. „The Coming Data Avalanche – And 
how we’ll handle it“. In: Forbes Insights. 2016. 
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Introduction and motivation 
Why we should deploy FPGAs in the Cloud?

 3

Advantages of using FPGAs 
— Reduce the energy consumption of a data center and thereby reduce operating 

costs by outsourcing calculations to energy efficient hardware. 

— Accelerate compute-intensive services with dedicated low-latency, high-bandwidth 
hardware. 

— Increased security (encryption, authentication, ...) through processing or 
anonymization on easier-to-protect special hardware. 

Special features and challenges 
— Integration of special hardware into a resource management requires corresponding 

new administrative structures and an analysis of the different application 
possibilities. 

— Abstraction of real hardware through virtualization to increase flexibility and 
increase utilization.

Amazon Web Services, Inc. [Ama18]
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Structure  

Introduction and motivation 

Literature review and classification 

Requirements analysis and stakeholder 

System architecture of the cloud — RC3E  
— Requirements 
— System architecture 

Virtualization of the FPGAs —  RC2F 
— Infrastructure and virtualization 
— Design process and integration into a host-system 

Results of the prototypical implementation 
— Required FPGA-ressources 
— Behaviour simulation of the resource management system 

Final considerations
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Reconfigurable Common
Cloud Computing Environment

RC E3

Reconfigurable Cloud 
Computing Frame(work)

RC F2

SecFPGASecured FPGA authentication extension

U
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Literature review and classification 
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Literature review and classification 
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II. System architecture of the cloud — RC3E

I. Requirements and stakeholder analysis

III.  Virtualization of the FPGAs — RC2F
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Requirements and stakeholder analysis 
Overall system partitioning and architecture — RC3E + RC2F (+SecFPGA)

 11

Reconfigurable Common
Cloud Computing Environment

RC E3

Reconfigurable Cloud 
Computing Frame(work)

RC F2

SecFPGA
Secured FPGA authentication 
extension

U
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Requirements and stakeholder analysis 
Provision, security and service models

Approach 
— The user groups require a different level of visibility 

and virtualization. 

— With division into service models, this abstraction 
can be integrated into resource management. 

Service-Models 
I. Reconfigurable Silicon as a Service (RSaaS). 

II. Reconfigurable Accelerator as a Service (RAaaS). 

III. Background Acceleration as a Service (BAaaS).

 12

Visibility of the hardware
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Hardware accessibility
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static
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Requirements and stakeholder analysis 
The role of users in the context of FPGAs in the cloud

Objectives 
— Flexible deployment for different groups of people with different needs. 

— The FPGA is not visible to the enduser and only virtual resources are used by the service providers.
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II. System architecture of the cloud — RC3E

I. Requirements and stakeholder analysis

III.  Virtualization of the FPGAs — RC2F
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II. System architecture of the cloud — RC3E 
Architecture of the RC3E prototype

View of the hardware architecture 

— The cloud consists of nodes with one CPU 
each and (two) PCIe-coupled FPGAs. 

— Each physical FPGA can contain multiple 
virtual FPGAs. 

Extension of the software architecture 

— Manage resources (vFPGA and VMs) across 
all cloud nodes according to service models. 

— Required components: 

• local node-management 

• RC2F host-hypervisor 

• FPGA-hypervisor (located on the FPGA)
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II. System architecture of the cloud — RC3E 
Encapsulation in packages (vRAIs) and description of virtual resources (RCFG)

— All necessary files for a background accelerator are encapsulated 
in virtual Reconfigurable Acceleration Images (vRAIs). 

— The vFPGA itself is described in the form of a Reconfigurable 
(Device) Configuration (RCFG). 

— A simple VM with hardware accelerator can be easily described:

 16

VM FPGA

(v)FPGA

Node

Internet

User

Example of a RCFG for a vFPGA in model BAaaS.

service = 'ba'   #Service Model BAaaS 
name = ['vfpga-kmeans']  #vFPGA/User Design Name 
vm = ['vm1-pvm']  #VM-Instance Name 

vfpga = [1]   #Number of vFPGAs 
size = [4]   #vFPGA-Slots 
memory = [4000]   #DDR-Memory Size 

boot= [‘idle']   #Initial vFPGA-State 
design = ['kmeans-quad.vrai'] #Initial Design

Host 
Application

vRAI

RCFG

vFPGA

vFPGA 
Bereich

vFPGA

vFPGA 
Bereich

vFPGA-Image

vFPGA-Slots
(FARs)

Bitmask
(for Context 
relocation)
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II. System architecture of the cloud — RC3E 
Description of a more complex virtual resource in a RCFG

 17

FPGAVM 1 VM 2

Node 1 Node 2

Internet

User

vFPGA vFPGA 

Example of a RCFG describing a vFPGA cluster with two host VMs.

service = 'rs'    #Service Model RSaaS 
name = ['cluster']   #vFPGA/User Design Name 
vm = [‘vm1’, 'vm2']   #VM-Instance Name 

vfpga = [2, 2]    #Number of vFPGAs 
size = [6, 6]    #vFPGA-Slots 
memory = [2000]    #DDR-Memory Size 
debug = 'csp'    #Debug Interface 
vif = [‘ip=10.0.0.42’; ‘ip=10.0.0.45’] #IP-Adress-Range 

boot= [‘idle']    #Initial vFPGA-State

Host 
Application

vRAI

RCFG

vFPGA

vFPGA 
Bereich

vFPGA

vFPGA 
Bereich

vFPGA-Image

vFPGA-Slots
(FARs)

Bitmask
(for Context 
relocation)
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II. System architecture of the cloud — RC3E 
Interactions across the individual components within the RC3E
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II. System architecture of the cloud — RC3E

I. Requirements and stakeholder analysis

III. Virtualization of the FPGAs — RC2F
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III. Virtualization of the FPGAs — RC2F 
Transfer of the classic virtualization to the reconfigurable hardware

Concept for the virtualization of FPGAs (approach based on classical System-VMs): 
— The user core is located directly (bare-metal) on the FPGA-resources within a dynamically reconfigurable 

region, the virtual FPGA (vFPGA). 

— The static part of the FPGA contains management structures and the physical interfaces. 

— The concept is equivalent to traditional virtual machines:  
               

 20

Interface-Virtualization: 

— External devices are accessed through paravirtualization 
within the FPGA hypervisor (VMM). 

— The interfaces of the vFPGAs are the frontends, which are 
connected to the backend in the static region.
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III. Virtualization of the FPGAs — RC2F 
Definitions and terms

 21

— A vFPGA is perceived by the user as a stand-alone resource with a dynamic 
number of hardware resources (slices, LUTs, registers, etc.).  

— A vFPGA is mapped to vFPGA-Slots —  smallest possible physical regions 
with a fixed number of hardware resources. 

— A vFPGA-Design is the hardware design within a vFPGA.  

— A partial Bitstream is called vFPGA-Image and  

— if this is assigned to a user this becomes a vFPGA-Instance. 

 Distinctions in the term “Hypervisor”: 

— The management structure for the vFPGAs on their host system is called the  
RC2F Host-Hypervisor.  

— The FPGA-Hypervisor is the management structure on the FPGA (Dom0). 
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Reconfig Area:       vFPGA-Slot 0 Reconfig Area:     vFPGA-Slot N-1
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Provision of vFPGAs on the physical FPGA-device: 
— Multiple vFPGAs within vFPGA slots. 

— The ICAP is used for dynamic partial reconfiguration. 

— Direct management of the states of the vFPGAs on 
the FPGA within the vControl Unit (vCU). 

Components of the infrastructure (FPGA-Hypervisor): 
— Internal system bus used for the Paravirtualization. 

— Hypervisor Control Unit (HCU) to monitor the 
physical FPGA infrastructure. 

— PCIe and Ethernet-Interfaces. 

— Access to DDR3 memory on the FPGA board via 
page tables.
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III. Virtualization of the FPGAs — RC2F 
Architecture for deploying virtualized FPGAs
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III. Virtualization of the FPGAs — RC2F 
Mapping of the RC2F on homogeneous vFPGA slots  (Xilinx Virtex-7 XC7VX485T)
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III. Virtualization of the FPGAs — RC2F 
Application scenario for using migration within RC2F virtualization
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vFPGA-Slot 2:   I 2 - BSMC8-vFPGA

vFPGA-Slot 3:   I 3 - Crypto-vFPGA

vFPGA-Slot 1:   I 1 - Crypto-vFPGA

vFPGA-Slot 5:   I 5 - BSMC8-vFPGA
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Example assignment within a simple scenario 
— Full utilization of the physical FPGA by six single vFPGA-Instances. 

— Release of individual instances by users. 

— Migration to provide a larger contiguous area. 

— Placement of a larger vFPGA-Instance (Triple). 

— Provision of the entire FPGA for a maximum size (hexa) vFPGA-Instance.
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Results of the prototypical implementation  
of the RC3E & RC2F

 25
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Results of the prototypical implementation of the RC3E & RC2F 
Hardware construction of the cloud prototype

Compute-Node 0

CPU
Intel Core i7-2600K @3.40GHz

PCIe
Gen2x4

PCIe 
Gen2x8

Virtex7 
(VC707)

Virtex-6 
(ML605)

Network (Gigabit-Ethernet)

Management-Node 

 XEN Hypervisor  4.6.5

Compute-Node 1

CPU
Intel Core i5-4690 @3.50GHz

PCIe
Gen2x1

PCIe
Gen2x4

Kintex7 
(KC705)

Virtex5 
(ML505)

 XEN Hypervisor  4.6.5

Local Node-Management 
Ubuntu 16.04.2 (Dom0)

Kernel 4.10.0,

Local Node-Management
Ubuntu 16.04.2 (Dom0)

Kernel 4.10.0,

VM
(DomU)

… VM
(DomU)

…

— Structure of the cloud prototype includes different FPGAs. 

— Used as a system for development (RSaaS) and teaching (RAaaS). 

— For the evaluation of a larger system (BAaaS) a RC3E-Simulation 
was realized.

 26
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Results of the prototypical implementation of the RC3E & RC2F 
Utilization of the areas of the RC2F prototype on a Virtex-7 (XC7VX485T)

 27

Table 1

---inhomogen--- homogen leer 15 x vFPGA infra komplett

CLB LUTs 68.160 63.360 4.800 950.400 188.640 1.182.240

LUT as Logic 68.160 63.360 4.800 950.400 188.640 1.182.240

LUT as Memory 35.040 30.240 4.800 453.600 95.040 591.840

CLB Registers 136.320 126.720 9.600 1.900.800 377.280 2.364.480

Register as Flip Flop 136.320 126.720 9.600 1.900.800 377.280 2.364.480

Register as Latch 136.320 126.720 9.600 1.900.800 377.280 2.364.480

CARRY8 8.520 7.920 600 118.800 23.580 147.780

F7 Muxes 34.080 31.680 2.400 475.200 94.320 591.120

F8 Muxes 17.040 15.840 1.200 237.600 47.160 295.560

F9 Muxes 8.520 7.920 600 118.800 23.580 147.780

CLB 8.520 7.920 600 118.800 23.580 147.780

CLBL 4.140 4.140 0 62.100 11.700 73.800

CLBM 4.380 3.780 600 56.700 11.880 73.980

LUT Flip Flop Pairs 68.160 63.360 4.800 950.400 188.640 1.182.240

Block RAM Tile 120 120 0 1.800 360 2.160

RAMB36/FIFO 120 120 0 1.800 360 2.160

RAMB18 240 240 0 3.600 720 4.320

URAM 64 64 0 960 720 960

DSPs 408 408 0 6.120 360 6.840

Bonded IOB 52 52 0 780 360 832

HPIOB_M 24 24 0 360 28 384

HPIOB_S 24 24 0 360 7 384

HPIOB_SNGL 4 4 0 60 6 64

HPIOBDIFFINBUF 48 48 0 720 14 720

HPIOBDIFFOUTBUF 48 48 0 720 14 720

BITSLICE_CONTROL 16 16 0 240 3 240

BITSLICE_RX_TX 104 104 0 1.560 3 1.560

BITSLICE_TX 16 16 0 240 11.520 240

RIU_OR 8 8 0 120 12 120

GLOBAL CLOCK 
BUFFERs

80 80 0 1.200 3 1.560

BUFGCE 48 48 0 720 3 720

BUFGCE_DIV 8 8 0 120 6 120

BUFG_GT 24 24 0 360 3 720

0

Summe 735.136 680.632 54.000 10.209.480 2.031.120 12.726.240

0,004243201448346090,802238524497416 0,159600950477124

V7-485 2.794.220

Diff 5

Statischer Bereich der RC2F-Infrastruktur und Frontends
Aufgrund der Inhomogenität nicht nutzbare Bereiche
Rekonfigurierbarer Bereiche für homogene vFPGAs

30.191 6.709
92.424

RC2F-Prototyp 
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Prognostische Abschätzung für die Cloud 
Virtex-7  UltraScale+ XCVU9P

x 4,55
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SLICEL 13454 4550 3800

SLICEM 9186 3600 3300
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RAMB18 716 210 200

DSPs 692 340 340
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8
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Results of the prototypical implementation of the RC3E & RC2F 
Transfer of the RC2F to a Virtex-7 UltraScale+ FPGA

 28

Table 1

---inhomogen--- homogen leer 15 x vFPGA infra komplett

CLB LUTs 68.160 63.360 4.800 950.400 188.640 1.182.240

LUT as Logic 68.160 63.360 4.800 950.400 188.640 1.182.240

LUT as Memory 35.040 30.240 4.800 453.600 95.040 591.840

CLB Registers 136.320 126.720 9.600 1.900.800 377.280 2.364.480

Register as Flip Flop 136.320 126.720 9.600 1.900.800 377.280 2.364.480

Register as Latch 136.320 126.720 9.600 1.900.800 377.280 2.364.480

CARRY8 8.520 7.920 600 118.800 23.580 147.780

F7 Muxes 34.080 31.680 2.400 475.200 94.320 591.120

F8 Muxes 17.040 15.840 1.200 237.600 47.160 295.560

F9 Muxes 8.520 7.920 600 118.800 23.580 147.780

CLB 8.520 7.920 600 118.800 23.580 147.780

CLBL 4.140 4.140 0 62.100 11.700 73.800

CLBM 4.380 3.780 600 56.700 11.880 73.980

LUT Flip Flop Pairs 68.160 63.360 4.800 950.400 188.640 1.182.240

Block RAM Tile 120 120 0 1.800 360 2.160

RAMB36/FIFO 120 120 0 1.800 360 2.160

RAMB18 240 240 0 3.600 720 4.320

URAM 64 64 0 960 720 960

DSPs 408 408 0 6.120 360 6.840

Bonded IOB 52 52 0 780 360 832

HPIOB_M 24 24 0 360 28 384

HPIOB_S 24 24 0 360 7 384

HPIOB_SNGL 4 4 0 60 6 64

HPIOBDIFFINBUF 48 48 0 720 14 720

HPIOBDIFFOUTBUF 48 48 0 720 14 720

BITSLICE_CONTROL 16 16 0 240 3 240

BITSLICE_RX_TX 104 104 0 1.560 3 1.560

BITSLICE_TX 16 16 0 240 11.520 240

RIU_OR 8 8 0 120 12 120

GLOBAL CLOCK 
BUFFERs

80 80 0 1.200 3 1.560

BUFGCE 48 48 0 720 3 720

BUFGCE_DIV 8 8 0 120 6 120

BUFG_GT 24 24 0 360 3 720

0

Summe 735.136 680.632 54.000 10.209.480 2.031.120 12.726.240

0,004243201448346090,802238524497416 0,159600950477124

V7-485 2.794.220

Diff 5

Statischer Bereich der RC2F-Infrastruktur und Frontends
Aufgrund der Inhomogenität nicht nutzbare Bereiche
Rekonfigurierbarer Bereiche für homogene vFPGAs

30.191 6.709
92.424

RC2F-Prototyp 
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Virtex-7  UltraScale+ XCVU9P

x 4,55
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Slice LUTs 90560 32600 28400
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LUT as Memory 36744 14400 13200

Slice Registers 181120 65200 56800

Register as Flip 
Flop

181120 65200 56800

Register as Latch 181120 65200 56800

F7 Muxes 45280 16300 14200

F8 Muxes 22640 8150 7100

Slice 22640 8150 7100

SLICEL 13454 4550 3800

SLICEM 9186 3600 3300

LUT Flip Flop Pairs 90560 32600 28400

Block RAM Tile 358 100 100

RAMB36/FIFO 358 100 100

RAMB18 716 210 200

DSPs 692 340 340

GTXE2_COMMON 
2
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Results of the prototypical implementation of the RC3E & RC2F 
Results of the RC3E simulation with a synthetic workload 

 29

a

b

c

Synthetic workload with 4,981 requests over 150 minutes.

time in minutes

a

b

c

d

Assignment of vFPGA-Slots in an simulation with additional migration to reduce 
defragmentation (+FPGAs +RC2F +migration).
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Results of the prototypical implementation of the RC3E & RC2F 
Simulation of the RC3E management system in a cloud (BAaaS)

— By using two Virtex-7 FPGAs per node, the energy demand of the cloud can be reduced by 30.65 %. 

— RC2F virtualization reduces the energy demand of the cloud system to 24.43 %. 

— An additional migration of vFPGAs adds an extra 1.45 % compared to a simple RC2F virtualization.

 30

Scenario I (synthetic) — 4,981 requests

Basis (without FPGAs) +FPGAs +RC2F +Migration

Compute Nodes 357 132 26 24

Utilization of the FPGAs — 27.34 % 78.14 % 85.07 %

Energy demand (kWh) 35.37 kWh 24.53 kWh 8.64 kWh 8.13 kWh

Energy demand (%) 100 % 69.35 % 24.43 % 22.91 %
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Final considerations, summary and outlook 

 31
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Final considerations 
Comparison with other works

 32

Host
VM

Migration
(vFPGAs)

Homogenous 
vFPGAs

Multiple 
User

Scaleability

FPGA Cluster

Kachris et al. [Kac+16b] ✔ ✘ ✘ ✘ ✘ ✘

Byma et al. [Bym+14] ✘ ! ✘ ✔ ! ✘

Fahmy et al. [FVS15] ✘ ✘ ✘ ✔ ! ✘

Gazzone et al. [Don+15] ✘ ✘ ✘ ✔ ✘ ✔

Weerasinghe [Wee+15] ! ✘ ✘ ✔ ✘ ✘

Iordache et al. [Ior+16] ✔ ! ✘ ✘ ✘ ✔

 Chen et al. [Che+14] ✔ ! ✘ ✔ ✔ ✘

RC3E + RC2F ✔ ✔ ✔ ✔ ✔ !

✔ realized        ! limited       ✘ not realized
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Final considerations 
Summary

 33

I. Requirements and stakeholder analysis 
— Investigation of a flexible deployment and the basic use of virtualized FPGAs in a Cloud. 
— Analysis of possibilities use-cases of FPGAs in a cloud environment with different service models. 
— Investigation of involved groups of people (stakeholder) within an FPGA cloud.

II. System architecture of the cloud — RC3E 
— Embedding vFPGAs in a cloud management (RC3E) 

with the ability to migrate VM and vFPGA instances. 
— Build a configuration (.rcfg) describing a vFPGA 

resource and different system configurations. 
— Development of a two-stage scheduling with 

migration to increase the utilization.

III. Virtualization of the FPGAs — RC2F 
— Approach to virtualization of FPGAs (RC2F) analogous 

to system virtualization. 
— Concept to adapt the size of the homogeneous 

vFPGAs to the resources of the user designs. 
— Realization of the migration of an FPGA instance. 
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Final considerations  
Outlook: Aspects for Future FPGA Architectures

I. SoC-FPGA with a static RC2F-like Infrastructure:  
Development of a static area for the administration with all 
necessary interfaces to the outside world. 

II. Structural changes within the FPGA architecture: 
Establishment of homogeneous and areas with own clock 
regions on the FPGAs.  

III. Implementation of a security concept:  
Security concept based on a trusted authority to provide 
verifiable RC2F infrastructure. 

 34

https://www.wired.com/2016/09/microsoft-bets-future-
chip-reprogram-fly/
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